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i Windows Defender Firewall = O X
- « 1 W =« Al Control Panel Items * Windows Defender Firewall v | O o
Contest Panel Home Help protect your PC with Windows Defender Firewall
Windows Defender Firewall can help prevent hackers or malicious software from gaining access to your PC
Allow an app or feature through the Intemet or a netwark,
through Windows Defender
Firewall ) P
l G Private networks o Not connected '~/
ﬂ Change notification settings r—— -
& Tum Windows Defﬂﬂdﬂo l @ Guest or public networks Connected (~)
Firewall on or off -
& Restore defaults Networks in public places such as airports or coffee shops
© Advanced settings Windows Defender Firewall state: On
Trosbiesoot Iy ne Incoming connections: Block all connections to apps that are not on the list
of allowed apps
Active public networks: = Network 4
Notification state: Notify me when Windows Defender Firewall blocks a
new app
See also
Security and Maintenance
Network and Sharing Center
@ Customize Settings - O X
= ~ 4 @@ » ControlPanel » All Control Panel kems » Windows Defender Firewall » Customize Settings w & | Search Control P.. 0

Customize settings for each type of network
You the firewall settings for each type of network that you use.
Private settings
9 {®) Turn on Windows Defender Firewall
[ Bleck all incoming connections, including those in the fist of allowed apps
£ Notify me when Windows Defender Firewall blocks a new app

@ (O Tumn off Windows Defender Firewall (not recommended)

Public network settings
o {® Tum on Windows Defender Firewall
[]Block all incoming connections, including those in the list of alowed apps
£+ Notify me when Windows Defender Firewall blocks 2 new app

@ ) Tumn off Windows Defender Firewall {not recommended]

Q

OK Cancel
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Allow apps to communicate through Windows Defender Firewall
To add, changs, or remove allowed apps snd ports, click Change settings.
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dala¥ &l :a.ugsl_sijpwm}mu_}gj dajantl adlinl cdg I eyl ijfm :(Time ) =8 ot

dually oI IP Glgie 1 saall sgae ks :(Source) juall

Agasll 1P Glgie A gl ssae yuds :( Destination ) dg ol

+e~35r5~i‘ JLai¥l JsS559 30 A J5S 539501 2500 pily < (Protocol ) JgS 539 5

Aajadl Jsbo M Jslall 35ae yuly :(Length) Jskat!

e jad] S Ailis) cilaglas jaill dgaall fpeualy i (Info) Sle glat

Time Source Destination Protocol Length Info

(=2sh) ()uaall) (3e25") (JsSyiand!) (Jskat!) (cleglas!)
- r_J [ : =
Ml Ethernet - 0 4
File Edit View Go Analyze Statistics  [felephony  Wireless Thols  Hdlp
dun ;8| BRB Re=ET I E Q8 m |
'1 Iw'r'&dmﬂavgrr > g j' *

Time Source Destriston Protocol  Length Info = i Bl
[ 19 e.353882 199.0.9.154 199.8.9.46 uoP 973 3389 - 56890 Len=231 i A
28 9.595584 199.9.0.42 239,255,255, 250 SSDP 216 M-SEARCH * HTTP/1.1

21 B.607e92 19%.8.8.45 199.8.9.154 LD 68 56098 = 3389 Len=11

23 8.728223 1219 3389 - 56398 Len=1177

25 ©.738118 199.9.2.154 48,69,222.189 TCP 54 57183 - 443 [ACK] Seq=2 Ack=2 Win=1826 Len=@ rE

26 B.744110 199.9.8.46 199.9.0.154 TLSv1.2 97 Application Data -

27 9.751878 199.9.0.46 199.0.9.154 TLSv1.2 97 Application Data ;

28 8.751950 199.9.0.154 199.0.0.46 TCP 54 3389 = 58320 [ACK] Packet List Pane

29 @.768463 199.8.8.46 19%.8.8.154 TLSvi.2 1084 Application Dats B i ! =

38 9.773324 199,0.0.154 199.0.9.46 uop 1282 3389 - 56898 Len=1248 (e =l dail8 A1) EE

31 0.773367 199.9.0.154 199.0.0.46 uoP 1279 3389 + 56890 Len=1237 |1 5
L4 *

Frame 24: 68 bytes on wire (488 bits), &8 bytes captured (482 bits) on interface ‘\Device\WPF_{28219041-4EDB-41EC-SA3R-AJ7DOGEIA2FA}, id @
Ethernet II, Src: Vware 5516787 (0@:0c:20:55167:97), Dst: Dell_9cieSic3d (feibl:56:9ciesicd)
Internet Protocol Version 4, Seci 40.69.222.109, Dst: 199.8.8.154

- Transmission Control Protocol, Src Port: 443, Dst Port: 57103, Seq: 1, Ack: 2, temz @ |
Packet Details Pane

(%o joudl Juolds 3 p))

maaﬁhlﬁkﬁciﬁﬂ: 29556f 07 08 BB LE O@ - V--- - )Uo '8
POL0 G2 28 3a 3d 48 B0 65 B8 Bd 46 2B 45 de G6d CT B0 -{.lﬂ-e- F{E-m
G0 BB 98 81 bb df &f fa 64 6 7& &5 I8 fa b 58 11 wum sl s P
Ba3s 83 fe d7 15 68 B8 B8 62 68 B2 BB DE TELERE
Packet Byte Pane
(e joedl Sliles dsgl)
() 7 wireshark_Ethernet_20200129090408_a 10925, pcapng | Packets: 7197 + Displayed: 7197 (100.0%) * Dropped: 0 (0.0%) || Profie: Default

ICAN S el s 210 54
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The Packet Details Pane da jouf! Juolald 4 o

¥ Frame 24: 69 bytes on wire (488 bits), &8 bytes captured (488 bits) on interface Device\WPF {2B219041-4EDB-41EC-DAZB-AZTDOREIAIFAY, Id B
? Ethernet II, Src: VWware 55:67:87 (00:0c:29:55:6T:087), Dst: Dell 9c:eS:c3 (f8:b1:56:9c;e5:c3)
% Internet Protocel Version &, Src: 48.68.222.1089, Dst: 199.8.8.154
Blgd .... = Version: 4
sss B1B1 = Header Length: 28 bytes (5)
¥ pifferentisted Services Field: Bx@ (DSCP: C58; ECM: Mot-ECT)
Total Length: 49
Identification: @x3a3d (14509)
» Flags: @x420@, Don't fragment
« o« 8 BBEE 2288 PERD = Fragment offset: @
Time to live: 181
Protocol: TCP {6)
Header checksum: @xBd4é [validation disabled]
[Header checksum status: Unverified]
Source: &40.69.237.180
Destination: 199.8.8.154

dajadl Juslitiia f -3 11 KA

O W DT 1% B TRV | B 1|

syl e dudiog

> Frame 24: 6@ bytes on wir
« > Ethernet II, Src: VMware
v Internet Protocol Versior

Aol Auiad! AaSLEN 4o yad 1
Lglulond @ Al 88 eilaglas J

Al BT R oaiad! BaS1ET jos yas ]
cadiaall IP 58539 3 cilaglas )

The Packet Byte Pane de j)1 Slila Ao ol
.(Hexadecimal) (g jiatt puuossdt Gzl Ly 33ueel da judl bl (Packet Byte ) da joud 1 Sl ds g Bauis o o

2000 fE bl SE oc eS¢ LR S cf o7 os o0 45 @0 v - [RERNe  E

BELL 00 28 38 3d 42 00 65 06 Od 45 28 4S5 de 6d cT 0@ (:=f & F(Em -

0030 00 9a @1 bb of ©F fa 64 c6 Te Ga 18 Ffa ab S0 211 - od -af- P

230 @3 e d7 15 00 80 00 02 00 00 00 B0

) 7 wireshark_Ethernet_20200124050408_a 10828, pcapng | Packets: 7197 - Displayed: 7197 (100.0%) - Dropped: 0 (0.0%) || Profie: Defauit

eyl lily A pd 12,12 IS

daglae
dalald g La...:j‘,:.ﬂ:.i..:..qj‘.as._. u‘:u'-.,;)..:....rlu....l ead | BsaiSI L e ol | DL 2 o (Wireshark ) o jld 'y v s
ALY e gams (po Gl UL (e cols JS Lias plladdl s B el Coo (A5l e A gail) Slilodd el 5l
il | ot | BT ki s . ot | il gl Julodig (2 pad 3 puliins Ak plo 84 Las ((A-F50-9) ag o1y
Al Gk Y Slaail 1y Ralad W e A ggns Leldad g SLLT ) &0 jlhay s Lo (DISLEY) puilang S g8 gig 2
\, : /
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Analyzing a Wireshark Scan &3 ,La 01 g amd (Jdso

[B] o lhla eyl ol @ pansoliee (e 3 Al eilily 3205 Juladd i15LE plg alusemul Sa)
. R . i I e b 5 e e renn & . i
- hhHihiqﬂ.M'#ﬂHdﬁLmJ&j}uﬂ&ij;ﬂn?fm%aw
oI gl 30 2ya Ll 208

https://bl-xtrransfer.s3.amazonaws.com/KSA/G12/CYB/U2/L2/Scan_results.pcapng

hark Metwork Analyzer 1 . - s
| 1) 5L ol g ale il
Capture  Anslyze Statisti
. 0 F : .
e e il = © . (2) Open L (e daiol . (cale) File s Ladle (e <
Merge... '
| '“'”"‘* - als s (dolaWl Cale 233 ) Open Capture File 3260 e <
mport from Hex Dumnp...
Tl ®
Closs Bt 0. (il j==2) Scan_results.pcapng
Save Ctrle§ - ﬁ [Ea] Open e daaial <
Save As... Ciri+Shift§  [ES 4
Q.MM| QLLJJ‘EP EEEIPLLF““‘-‘J‘P}E“ <
File Set *oantl C * W - s -.
ml
Export Specified Packets...
Export Packet Dissections » gty Ml Vreshark - Open Capturs File ¥
Export Packet Bytes.., Crds Shift+ X bl PR I Y — | @O
Export PDUs to File... e :
Export TLS Session Keys... *
Export Objects F ek
=
Brint... Chels P Desiacp
T S T 7] [Coee
Eies of nype Al Flas -  Cancel
= o
This PC B
Foad fiter. | Faemat Wirsshaek - poagng
‘ Aussmatecaly detect The hyow e 0 5048 KiB, 14T data recordn
Mtwork Sust / slapred: 20200351 142221 £ D000 XY
Ml Scan_resultspeapng - | *
File Edit View Go Capture Anslyze Ststistics Telephony Wireless Tools Help
dn @ MNMAE QesEF Il = Q4D
i Appiy & chepay hlter ... <Ckrl-{> +
4, Time: Sl:u'tt ) Dttﬁ'llhl‘l Protocol I-'Eﬁn'ﬂ'l Infg ™
- 1 .000000 199.0.0.46 199.9.8.154 TLSvl.2 97 Applicetion Data
2 8,007 199.8.08.155 19%.8.0.46 TCP £4 3389 - 51549 [ACK] Seqgesl Ack=24 Win=63845 Len=8
3 B.B@5153 199.6.6.154 195.8.0.45 TLSvi.2 185 Application Data
4 0,016036 199.0.9.46 199.0.0.158 TLSvl.2 184 Application Data
5 R 832826 129.8,0.48 199:9.0.154 TLSv1.2 184 Application Data
£ B.832106 199.8.8.154 199.90.0.486 TCP 54 3389 = S5154% [ACK] Seq=143 Acks144 Win=863745 Len=@ Ly
7 B.B4B186 159.0.90.45 199.0.0.154 TLSv1.2 104 Application Data i
E B.B&4814 199.8.8.456 199.8.8.154 TLSw1.2 184 Application Data
9 2.0c48EE 199;8.8.154 192.9,8.46 TCP 54 3389 = 51549 [ACK] Seg=143 Ack=244 Hin=53646 Len=8
18 . 880007 199.9.0.48 192.0.8.154 TLSv1.2 pil=2s App.’l;l.ﬂtl.m Data

>

> Frame 1: 97 bytes on wire (776 bits), 57 bytes captured (776 bits) on interface ‘Device\NPF_{28215041-4ED8-41EC-5A30-A270590E3A2FA), id @

Ethernet II, Src: Dell _B9:cemi2f (Bcirecidb:8916a12f), Dst: Dell ScieS:c3 (TE:ibl:iS&rPcieSic3)
> Internet Protocol Version 4; Src: 199.0.0.468, Dst: 199.0.9.1%4
> Transmission Contrel Protocol, Src Port: 51549, Dst Port: 3389, Seq: 1, Ack: 1, Len: 43
> Transport Layer Security

B00h f8 bl 56 Sc eS c3 Bc ec 4b B8O Ga 2T BB DO 45 00 V-~ K-§/ E
BE10 0@ 5317 Fc 4P OO BO B6 S3 e cT PO @D 2e c7 @0 S5 B - 5.

DO20 9@ 9a c9 54 @d 3d bf fa 49 c7 34 81 @3 74 5@ 1B ]rmes Iod-tP
003e 29 14 28 65 02 B0 17 92 83 B9 25 00 B8 B0 o0 29 & &
D048 8@ 37 22 34 5T Bb 48 6F d9 54 fd 43 c6 &2 53 ab 'a -Ha -T:C- -5
E50 Se a8 45 00 ce 97 ff 3c 4d 8e 21 d6 dB 6b 98 34 AE---ckf M )oked
pags> “7b {

74



75

Mﬁﬁ#ujmwluiauldhﬂ.aﬂmj u..:.a;a]'z_;tbaw_;.uﬁ'hﬂ‘@h@&]ium
L 58 A .:'_,_-».]1_5.{ Ml)wm*Fn}pluuu}Lm'ﬁ

‘ SCaN_MEEUItE.po Pl - Ll =
File Edit WView Go Capture Snalyee Shatstics  Telephony Wineless Took  Help
A8 IBBE eI TITE QAT —
I! Eﬂfadﬁaz ﬂlb:r - ﬁ :l +
P Tme Saurce Destinabon Frotocal  Length Info L
i@, m 199.8.0.45 199.8.8.154 TL5wl.2 ﬂ? .ﬁ.pplii:ltlnn Ilrl:l _ !:_|
2 0, bada? 159.9.08.154 159.0.0.46 Tep 54 3389 + 51548 [ACK] Seq=l Ack=44 WinwE3B46 Len=8
3 hH".i.'}.‘.ﬂ 199.08.9.154 196.8.9.48 TiSwl.2 .‘IBIE ﬁpplil:lﬂ:nu I:Il‘tn
4 '!JII.EP&‘E 199.9.8.46 199.8.8.154 TLSv1.2 184 Application Data
5 B,832825 199.8.8.45 199.8.8.154 TLSw1.2 184 Applicstion Dats
& @.832188 199.8.8.154 190.2.9.45 TCR 54 3380 = 515490 [ACK] Seq=143 Ack=144 Win=53745 Len=0 -
T A RARTRE 1u-nnlu: 190 @ & 154 TiCuwt 3 104 Annlicatinn Nats _I.i""
‘ ———— 2 A e e e T ——— P T s -l'l' e e——————— T e —— e e L L L e T T ’_
» Frame I: 52 bytes on wire (432 bits), 59 bytes captured (432 bits) on interface ‘Device\WPF_{28219D21-3EDB-J1EC-2A3B-A27DOOEIAZFAY, id @
b Ethernet II, Srci: Dell Sc:eS:c3 (fE:bl:56:0c:e5:c3), Dst: Dell 89:8a:2T (Bcrec:4b:BO:6a:12T)
¥ Internet Protocol Version 4, Src: 199.8.0.154, Dst: 199.0.0.45
-

Transmission Contrel Protocol; Src Port: 3389, Dst Port: 51543, Seq: 1, Ack: 44, Len: B
Source Port: 3389
Destination Port: 51549
[Stream index: @]
[TCP Segment Len: &)
Sequence pumber: 1 (relative sequence number)
Sequence nusber (rew): BERETEZ60
[Mext sequence number: 1 (relative sequence number)]
Acknowledgment number: 44 (relative ack number)
Acknowledgment number (raw): 3228851186
@181 .... = Header Length: 20 bytes (5)
> Flags: @x@18 (ACK)
Window size value: 63846
[Calculated window size: €3545)
[Window size scaling factor: -1 (unknown)]
Checksum; BxBeed [unverified]
[Checksum Status: Unverified]

Urgent pointer: 8
¥ [5EQ/ACK analysis]

* [Timestamps]
| R
G000 Bcec db B9 6a 2f FE b1 56 ceS 3 OB GO 45 00 K 4/-- V- E
BRI B8 2B B4 dc 42 98 B8 @5 B8 B5 T B0 BB 9a c7 22 of oo
PEZe @@ 2e Bd 3d 9 S4 34 81 03 74 bf fa 49 2 52 10 PR L S B o -
p@3n  fo9 66 Be 23 98 B8 sfa man
| © 7 scan_resuts.poapng || Packets: 14387 - Displaved: 14387 (100.0%) || Profie: Default

e jond| Sl B gll Alemitl] ks Sl 12,14 g8

S oo W J9S 859 09 0)leie3:199.0.0. 154{SDUFEE|P)JMLU 0N J9S 959 0 Olgie 95502 @By dejatl 2

(TCP) dxah,sa.didjsyjﬂrlmb da > L..a.._,...LlJLa_-.. Jw »39.199.0.0.46 ( Destination IP] g ol
(oAbl 341a) Agagll 24108 51589 Latlly . (Juull Adia) poall 2aieS 3389 34l yue Juu sl ol

MNo. Time Source Destination Protocol Lengu-. Info
199.0.0. 154 TiSv1.2

LeAd LW P )
4 - Win=6354 ,..].. Len=8

199.9.8.154 TLY




{Snurce IP] Juaal! G0 TN JaS g s Ol s o dlas Ya L K43 .10214 @3 4 joull gl 2
uujlu ~2535.199.0.0.154 4 a (Destination IP) g 311 SN 58 589 )3 le s 1 172.217.23.99
it Lao (80 ga aaill @359 (TCRY Jaully psatt 9585853 58 a 23l JLaas¥1 J5S539 50 o Liasl ey
Olgtay g Amiio 595 1":"-’”—'-““ O oie 1iay (HTTP) il it i J9S 935 alaxial I

J353 (pe bl e jo A6 g Las ((GOOBIR) JB 98 iy ol s Amian (0 172.217.23.99 i 50l J9S 559

M Scan_results.peapng - 0O %
File Edit View Go Copture Analyze Statistics Telephony Wireless Tooks Help
dn i@ |ERB ResET IS AQQE

|!|EE\IHEH'|."H'|IJH <Cir-> :l :li'l

Mo. Time Source Destination Protocol  Length Info "'

| 18211 23.253843 199.0.0.154 172.217.16.161 TP 54 51773 = 443 [ACK] Seq=775 Ack=7213 Win=262144 Len=0

i’ 18212 23.253149 199.0.8,154 172.217.16.151 TLSv1.2  18@ Application Data

| 18213 23.257487 199.9.0.154 216.58.206.14 TLSv1.2 147 Client Key Exchange, Change Cipher Spec, Encrypted Handshake
18214 23.269741 172.217.23.99 1990 0.158 I 66 B@ = 51798 [SYN, ACK] Seq=0 Ack=1 Win=58728 Len=g MS5S=1380 < 1
18215 23,269831 199.0.8.154 172.217.23.99 TCR 54 51798 - BO [ACK] Seg=l Ack=1 Win=262144 Len=@ =z
18216 25, 269544 199.0.0.154 172,217.23.99 HTTP 291 GET Jﬁslminmmwwmzﬁjﬂu—

R R 160 A A& 163 TAEREEE L R R L B S R

» Frame 18214: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface \Device\NPF_{28219D41-4EDB-41EC-9A3B-AZ7DIBE3AZFA), id @
» Ethernet II, Src: VMware 55:6f:87 (@@:8c:29:55:6F:87), Dst: Dell 9c:eS:c3 (FB:bl:56:9c:e5:c3)
» Intermet Protocol Versiom 4, Src: 172.317.23.99, Dst: 199.8.8.154
b
Transmission Conteol Protocel, Src Port: 59, Dst Port: 51790, Seq: @, Ack: I, Lee:®#
Source Port: B8
Destinetion Port: 51799
[Stream index: 14@]
[TCP Segment Len: 8]
Sequence nueber: @ (relative sequence nusber)
Sequence number (raw): 2986455884
[Hext sequence number: 1 (relative sequence number)]
Acknowledgment number: 1 {relative ack number)
Acknowledgment number (raw): 1B75259194
180@ .... = Header Length: 32 es (B
¥
Window size value: 88720
[Calculated window size: &8728]
Checksum: @x1T13 [unverified]
[Checksum Status: Unverified]
Urgent polnter: B
¥ Dptlions: {12 bytes), Maxioum segment size, MNo-Operatlion (NOP), Mo-Operation (NOP), SACK permitted; No-Dperstion [NOP), MWindow scale
¥o[SEQSACK analysis)

¥ [Timestamps]
oo fB bl 56 9¢c &5 c3 8B Bc 29 55 &F O7 08 BB 45 B@ I '_ILH--E "
G010 B8 34 9b S99 PR B8 75 86 1= S4 ac d9 17 B3 7 BB T TR | T =2
SE20 B9 9a B0 50 co 42 b2 81 bb B4 &Ff c& 2T 3o B0 12 sl g}
BEEE ed 38 1F 13 60 09 82 84 B85 54 81 81 B4 @2 81 B3 L EERLEERET . =
O ¥ San_resdts.paapng | Packets: 14387 - Displaved: 14387 (100.0%) || Profie: Defalt
No. Time Source Destination Protocel Length Info

18211 23.253843 199.8.0.154 172.217.16.161 TCP 54 51773 -+ 443 [AEK] Seq=775 Ack=7213 Hi

i 10212 23.253149 199.0.0.154  172.217.16.161 TLSvl.2 100 Application Data
' 10213 23.257407 199.0.0.154  216.58.206.14 TLSvI.2 147 Client Key Exchange, Change Cipher Sp
| ' 19214 23.269741 (172.217.23.99) 199.8.8.154  TCP 66(80 |+ 51790 [SYN, ACK] Seq=g Ack=1 Hir;

18215 23.269831 199.0.9.154 172.217.23.99 TCP 54 5/L799 -+ 8@ [ACK] Seq=1 Ack=1 Win=2621
10216 23.269944 199.0.6.154 172.217.23.99 HTTP 291 G fgt;luﬂﬂFIﬂﬂﬂﬂEmﬁ;ﬂWﬁ

Cpgbie Jula3:2.15 K
(IP) =i 239 JsS5500

Ja5 JsS g9 pl s @l
(HTTP) adill il




Detecting Suspicious Activity on a Network 4.l e cu e Jolid ais

O2gliall 01,581 T3S 959 o jomg Bila) (e 3azeil) clile g aSual] e d )l aasi¥l (e CalSU ol yla jl g @i
Slilac ol pal Jobod 31 5 3 W1 BLERY 158554 101 10a anzios 3l (Address Resolution Protocol - ARP)

Odglialt &1 280 T 98 65 9

: ( Address Resolution Protocol - ARP)

Oalie o day JU0 it Jlad! JoS 535 0 58
Le Slead (IPVA (uslie) A A0 3Gl
Olge ) ALl L dasy s 350k g ey
JS 555 5al1 108 Sy Ailes 30 e (MAC
Lgumas JLaai¥! oy 3 g1 n€anl Ly s
Ogbie ol Gopb (e Adall A AT 2
St gl (IP) oo ¥ J 98559
AMAC) da Ut slaitl

Ml ‘Wireshark . Preferences

v Appmnnat Al poenls

Colurming
Font snd Col [ coaptay reddam proteosd e

Lavout [ Cispiay byt fislds with & space character between bytes
Cepture [ Lock for rcomplete dissectors

Expent
Filkar Buttors [] Enatsie wiricter cormrsation trecing heuristos

Flarne Resplubior
* FProtocols
b 2West

Zdpartyfec
IGRPZ &N
SloWWPam

B02.11 Radin

-

A pa

+ (ARP) Giygliall 1 81 ] oS o3 9 o oo bille La2ST

e danua! @ (o) Edit casgs dadle (e <

2] S eMansill) Preferences
sha il (adleasitl ) Preferences sasly e
(3] [ =¥yS 434 ,01) Protocols
j_i
[ Oasliadl 1531 19553550 ) ARP/RARP 158555 50 35|
O . (sl usliadt o)) 531 JgS 559 50
—aliz5l ) Detect ARP request storms Gsiwe St
O . (pusbiadl o) 521 158539 Ll
O . (5215s) OK e daiis!
(e ,jé_aédl (e jdl 24il3) Packet List dsg] 0ys .ALL._:
Q.o bliisea,

* M \o(:muh Network Analyzer

File Edit View Go Caplure Analyze Statistics Telephe

Ml Wiseshark . Preferencs

APRS ® Address Resolution Protocol

&R Drane

Armagetsensd mmm-mg
ARP/RARP hhumber of requests to detect during l:hl
Artermis

ARTHET Datecton pariod (in me) | 100
ARUBA_ERM A petect duplcate I° address corfiguration
ARAR ;
iy B Regater naebwork sddneis mispngs

AT

ATH

AT

ATMTCR

ATR

Auta-FP

AUTOERAR MM

AN KIES

AX 25no L]

AXA000

AR

Babel

Barara

’
J ok || cawd || Hep

Al Copy »
LI R Find Packet... Ctri=F
Find Mext Ctrl=M
Find Previois Ctri=8
Marki/Unmark Packestic) Cirl=PkA
Mark &l Disptayed Cirl+ Shift= b
Unmark All Desplayed tri= Adk+ 1A
Mext Mark Crls Shift= N
Previcus Mark CtrbsShift=B
X
IgnorefUnignore Packet{s) Cirt=D
Ignore Alf Displayed _trl« Shifts L)
Unignore All Displayed Ctrle Alts D
Set/Unset Time Reference CrrkeT
Unzet Al Time Referemnces Cirfs Ad2+T
Mext Time Eeference Cirke e+
Previgus Time Reference Ctrl= Alt+<B
Timne Shift.. Lirk+Shift=T
Packst Commaent... Crri+ Al+C

Defete Al Packst Comments

Configuration Profiles...
s s s

-

]




‘ Scen_rebults poapnt

File Edi e L ppture inghy tatistic £ lephion Wi ITEEET lools  Help
dEm @ "":rn ﬂﬁﬂﬁ?iléﬁﬁﬁﬂ
A | Acply a dimplay fiter __ <Cirl-/> |+
Mo, Time Source Destnation Protocol  Length Info - &
22 0.176688  199.8.8.154 199.8.8.46 T 54 3380 + 51549 [ACK] Seq=2834 Ack=671 Win=63219 Len= I
23 €,175956 199.8.8.45 199.8.9.154 TLSvli.2 97 .ﬂpplicit!.nn Data
24 9.152083 199.8.9.45 199.8.8.154 TLSvl.Z 184 Application Data
25 8,192155 1959.9.2.154 199.0.9.46 TCP 54 3380 - 51549 [ACK] Seq=2634 Acke=764 Win=563126 Len=@
26 ©.199961 100.8.8.45 199.@.8,154 TLSvl.z 97 Application Data |
27 0.216014 199.9.8.45 199.8.8.154 TLSvl.Z 1984 Application Data
28 0.216086 199.9.0.154 199.0.0.46 TCP 54 3388 - 51549 [ACK] Seq=2634 Ack=B57 Win Len=&
29 9.231972 199.8.8.46 199.8.8.154 TLSwl.% 184 Application Data
38 9.234913 HewlettP_al:3@:ee Brosdcast ARP &9 Who has 199.0.6.2037 Tell 199.9.8.32
31 .24801% 199.8.0.46 199.9.9.154 TLSvl.Z 184 Application Data
32 0.248100 199.8.8.154 199.0.9.48 TP 54 3389 + 51540 [ACK] Seq=2634 Ack=957 Win=62033 Len=0
33 @.384892 199.9.0.45 199.0.9.154 TLSv1.2 97 Application Data
34 0,320037 199.0.8.45 199.8.8.154 TLSvl.i 97 Application Data
35 6.320114 199.8.8.154 199.8.8.46 TP 54 3389 + 51540 [ACK] Seqe2634 Ack=1043 Win=82847 Lened . v
L4 ¥
* Frame 221 54 bytes on wire (432 bits), 54 bytes captured (432 bits) g| 0000 Bc ec 4b 82 6a 2f f8 b1 56 Oc e5 c3 05 00 45 00 K-4/-- ¥
> Ethernet II, Src: Dell 9c:eS:c3 (fB:b1:56:9c:e5:c3), Dst: Dell B9:6az| °C17 00 2B @4 e5 40 00 30 06 GR B@ cT RO @ Y@ c7 @@ (@
[ Internet Protocol Version 4, Src: 199.@.8.154, Dst: 199.0.8.46 e o a ol ol B . - nay
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"2 Choose s database file X |
o * 4 | « AppData » Local » Google » Chrome » UserData » Default o v 0 2 Search Default
Organize v  New folder - O @ |
Mame & Date modified Type Size al
s Quick access
| BartofiliStrkeDatabase 2252023 5:08 py File folder
o Creative Cloud Files blob_storage 227572023 5:08 pu File foider
@ OneDrive - Binary Logic SA | BudgetDatabase 227572003 508 File folder
| Cache 13/5/2022 10:07 mp File folder
5 This PC Code Cache 13/5/2022 10:07 mp File folder
& N I commerce_subscriplion_db 22752043 3:08 pp File folder M
coupon_db 22572033 508 pyp File folder W
File name: ~| |SOLite database files (*.db “sql ~ |
"2 Choose a database file 4
€ v “ AppData » Local » Google » Chrome » UserData » Default » (v O Search Default
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Mame Date modified Type Size i
o Quick access i )
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3 4 100 9 Arls cyglic
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:(visit_count) E_;L'iﬁ'.‘l'-l.i".‘-
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iliall o 500 IS gl Jpimgll @5 Al 3515l agass @ udaill s ael oy LS
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:(last_visit_time) 5L pai Hij

' URLylga a_;b}u.J_mi 33 5l egll @z (last_visit_time) a;L.JJ.a-I_..aj Sgac ,,_@,.,
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Table: | | uris v B B % ..4-._-'|' & _d.' g W A % Filter in any column
- = i - H = 2: =
id url title visit_count last_visit_time
Filter JFilter Fitter Filter Filter
1 1 https://www.google.com/search?... ksa ministry of education - ... 2 13331026045492522
2 2 https://moe.gov.sa/en Ministry of Education 1 13331026047091166
3 3 https://moe.gov.safenfPages/... Ministry of Education 1 13331026047091166
4 4 https://nca.gov.salen National Cybersecurity ... 2 13331026071307456
3 5 https://sdaia.gov.sa/en/default.aspx  Saudi Authority for Data and... 1 13331026134530124
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Reading a Timestamp S gl miss 521 58

Mijau@lmlﬁggudﬁeﬁmﬂ;;sﬁm @}Mﬁa?@&ﬂ_ﬁa}a[ﬂmeﬂamp):&yiﬂ:&
sl S @d) 3%a e gl alind (i @ Lo Ll g Lebaasy culilaad! eLsi) of el uan W o555 Juom ot osalonl]
.(EPOCh) st @l 8 yai 555 Fuam e AlaZi e A5l 0 4

) 153 peduain 2 (Execute SQL) SQL aais gd 4ade LUJL..H ‘_,_...:u.:.ﬂ z—ali pdl alaziul x_j_qg.:u
tlgus yo a0 x5 Al Aegally (Timestamp) =d ot @i 1ot Goyb fe J0¥1 73565 o 52! (DB Browser)

SELECT datetime (timestamp/1000000 +
(strftime('%s', '1601-01-01")), "unixepoch', "localtime')

+(Timestamp ) S8 yd) mois= 51 5t

& A SQAL dan) Execute SOL cuss 2aMe e Jaa sl <
O Lol il 2 dise 2 i 5 i gl @in pa sl iyl ol <
© .l sl ptl izl (Juiss) Run 3 le daiinl <

"2 DB Browser for SCQlLite - CAUsers\ch.tsalkakis\AppData\Local\Goegle\Chrome#\User Data'\Default\History = O X
File Edit View Tools Help
- [gMewDatabase  [QpenDatabase _ jvirite fRevert Changes | | gOpenProject  _[cSave Project G Attach Datsbase »
Database Structure EditPragmas  Execute SQL  Edit Database Cell g x
S RBER & » N O & % F woe: Ted ~|[@F [ 2 BB »
2isq1
- ML
1 SELECT datetime (13328701681011671/1000000 +
2 {stxftima(*Va', "1601=01=01")), “"unixepoch', Tlocalcime®)
o Type of data currently in csil: NULL
0 byte(s)
Remote 8 x
< 2] identty [Selectanidentity oconnect v |
datetime(13328701601011671/1000000 + DBHub.i0 . ¢ Datat
(stritime('%s’, '1601-01-01")), 'unixepoch’, 'locz X o -
1 2023-05-16 12:08:11 e @
Mame
Execucion finished without errors.
Result: 1 rows returnsd in Sme
AT line 1:
SELECT datetime (133328701881011671/1000000 +
(scricime ("%s', ‘'1601-01-01')), "unixepcch’, ‘'localtime')
< >
SQLlog Flot DBSchema  Remote
LUTF-8

(Timestamp) cag e3> 52 ,3:2.26 <5
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Downloads Table &30 358 J gl

Jgaml 12 gy (DOWNIOAAS ) & 303 Jpa unls S| et 2 Gagecilaglan e ggioms yaul Jgan cllin
S il 351512 Laga 393 35 LISy Ly Blas 1) Budmgll lilaall Jyo g Lgly 335 5 Sl lall) Jg claglan Lo
g Aabanl] Juo il Lol 335 @5 ) colall S laglas y358 Eaga Jpio Buie Jguand! Cpaialy LeS (g dly i3 5
:(target_path) caagl jLudls (current path},_,:\;mjmmml

e | "_'UlLdLJ.u{ug_kﬂ;nlqﬂLE_LaﬂjL“Ujuﬂ:d'JLmﬂi}mﬂ gmu_,.-u

Filter
T T <23l 23410 (Current_path) M hadt, iy L“,Jl.-..;_u Tj.g_u.u.u T-,.u:._;1
(target_path) caagh jladt i Lain ol 35 LSl calal) Alstl gl
target_path i 5 R ey G
e - o -l JLaaST oyl ( jnd Al gl A 511 A
C:\Users\binar\Downloads\ICT_Brochure.pdf (tab_url) dast 3 o 0 aMe 350e
35190 2B ge slime ()l gic (tab_url) das) )31 co gl de e Jax [y
tab_url e beas base o L3 Bl Raladbe g R dend e agh oibgia ol (URL) skl
Filter S e Galll L3 situcan o i85 dsmbl aiel) Ao a0 £
hitp:/fbinarylogic.net/brochures/1
:(total_bytes) culd) JSles)sgee
- 8 8
— — i e 1 | > i Las 15
g gl Calell Jlea ¥l @ el (total_bytes) coldt Jlea) Jas Jies
Filter _).uLuﬂ.iI—q.n.n.n.\i.,.u.n.l Lﬂ-m_ﬂﬂfutun‘_j_g:-n_nhjh.aﬁy__g ealdl aly 340 s
1769706 by 55 @5 g3 Syl Aaidls @ghy (p 33l 3 )lge e
(end_time) slgia¥iod g (Start_time) sud! ol g suasl
il nd_Hine Meadtndy g Lgilamily Juynll 3 dee sy By Jghodl s Jor o
Filter Fiiter . -
end_time) slga¥icd Laiu o bl eou iy JI ( start_time
13328797041529572| [13328797042103677 (enc_ ) el : 9 s d"',-{ xedyl N )
Jo Silaglas cdall alia |l a0 0 (3Sas LaS s o 3ill JLaiSl e Lo
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Table:| | doerkods A8 % s B8 8% %k % s | I 1 |
id current_path target_path start_tima total_bytes end_tirma tab_url

[Faer [Eittes [Filter [Eite: [Fiita: [Filter [Filter |
1 1 C:\Users\binar\Dovnloads\ICT_Brochure.pdf  C:\Usersibiner\Downioads\ICT_Brochure.pd  13328707041520872 1769706 13328797042103677 hitp://binarylogic.net/brochures/1
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:(Encrypting the Message) allu 3 yass

def caesar_encrypt{message, key):
# Create a list of alphabet characters
alphabet_lower = "abcdefghijkimnopgrstuvwxyz"
alphabet_upper = "TABCDEFGHIJKLMNOPQRSTUVWXYZ"
# Create an empty string to store the encrypted message
encrypted message = ""
# Iterate through each character in the message
for char in message:
# Check if character is a lowercase letter
if char in alphabet_lower:
# Find index of the character in alphabet list
char_index = alphabet_lower.find{char)
# Move the character to the right by the key
new_char_index = (char_index + key) % 26
# Add the replaced character to the encrypted message
encrypted_message += alphabet_lower[new _char_index]
# Check if character is an uppercase letter
elif char in alphabet_upper:
char_index = alphabet_upper.find(char)
new_char_index = (char_index + key) % 26
encrypted_message += alphabet_upper[new_char_index]
else;
# Add the character to the encrypted message as it is
encrypted _message += char

# Return the encrypted message

return encrypted_message

:(Decrypting the Message) atlw \ 11 ,ua i ula

def caesar_decrypt{encrypted_message, key):
# Create a list of lowercase alphabet characters
alphabet_lower = "abcdefghijkimnopgrstuvwxyz"
# Create a list of uppercase alphabet characters
alphabet_upper = "ABCDEFGHIJKLMNOPQRSTUVWXYZ"
# Create an empty string to store the decrypted message

decrypted_message =
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# Iterate through each character in the encrypted message
for char in encrypted _message:
¥ Check if character is a lowercase letter

if char in alphabet_lower:

# Find the index of the character in the lowercase alphabet list
char_index = alphabet_lower.find(char)

# Move the character to the left by the key

new_char_index = (char_index - key) % 26

# Add the replaced character to the decrypted message

decrypted _message += alphabet_lower[new char_index]

# Check if character is an uppercase letter

elif char in alphabet_upper:

# Find the index of the character in the uppercase alphabet list
char_index = alphabet_upperfind(char)

# Move the character to the left by the key

new_char_index = (char_index - key) % 26

# Add the replaced character to the decrypted message

decrypted_message += alphabet_upper[new _char_index]

else:

# If the character is not a letter, add it to the decrypted message as it is

decrypted_message += char

# Return the decrypted message

return decrypted_message

# Testing the Caesar cipher
message = "There are twenty three items in the inventory,”
key =5

encrypted _message = caesar_encrypt{message, key)
decrypted message = caesar_decrypt{encrypted message, key)

printlencrypted_message)
print(decrypted _message)

Ymjwi fwj ybisyd ymwijj nyjrx ns ymj nsajsytwd.
There are twenty three items in the inventory.

:(Testing the Cipher) ,azan jLas
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:(Encrypting the Message) allu 31 yads

def vigenere_encrypt(plaintext, keyword):

O 0855

Jgayde
K

La

a0 53 allad (ASCII) (oSl allss

# Calculate the length of the keyword

keyword_length = lenlkeyword)

v

|

-

W o eI

&

CERE

=)

s

lord(i) for i in keywaord]

# Convert each character in the keyword to its ASCI value
rd_as_int

keywo

# Convert each character in the plaintext to its ASCil value
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plaintext_int = [ord(i) for i in plaintext]

ciphertext ="

# Loop over each character in the plaintext

for i in range(len({plaintext_int)):
# Calculate the new character by adding the ASCH value of the plaintext
# character and the corresponding keyword character (modulo 26)
value = (plaintext_int[i] + keyword_as_int[i % keyword_length]) % 26
# Convert the new character back to a string and append it to the ciphertext
# Adding 65 converts the value to its ASCIl representation as an uppercase letter
ciphertext += chr{value + 65)

return ciphertext

:(Decrypting the Message ) allw J1 jadl sla

def vigenere_decrypt{ciphertext, keyword):

# Calculate the length of the keyword

keyword_length = len(keyword)

# Convert each character in the keyword to its ASCII value

keyword_as_int = [ord(i) for i in keyword]

# Convert each character in the ciphertext to its ASCIl value

ciphertext_int = [ord(i) for i in ciphertext]

plaintext ="

# Loop over each character in the ciphertext

for i in range(len|ciphertext_int)):
# Calculate the original character by subtracting the ASCI value of the
# corresponding keyword character from the ciphertext character (modulo 26)
value = (ciphertext_int[i] - keyword _as_int[i % keyword length]) % 26
# Convert the original character back to a string and append it to the plaintext
# Adding 65 converts the decrypted value back to its ASCII representation as an uppercase letter
plaintext += chr(value + 65)

return plaintext

:(Testing the Cipher) j.asdd jLas

encrypted message = vigenere_encrypt("THERE ARE TWENTY THREE ITEMS IN THE INVENTORY", "LEMON")
print{encrypted_message)

decrypted _message = vigenere_decrypt(encrypted_message, "LEMON")

print({decrypted_message)

ELQFREEDSGEAQBGIXFVEPIFWGPQEHVYXFVREMZIRYXAFL
THERETARETTWENTYTTHREETITEMSTINTTHETINVENTORY
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:(Preparing the Algorithm) aca) gt alael

import random
import hashlib

# Modular exponentiation: (base’exponent) % modulus
def mod exp(base, exponent, modulus):
return pow|(base, exponent, modulus)

# Generate a large prime number
def generate_large_prime(bits=2048);
return random.getrandbits(bits) | 1 # Command to create g prime number

:(Implementing the Key Exchange) zulat! Jala dules il

def dh_key_exchange():
# Agree on large prime numbers p and g
p = generate_large_prime()
g = generate_large_prime()

# Each party selects a private key

ali_private_key = generate_large_prime()

ahmed_private key = generate large_prime()

# Each party computes their public key

ali_public_key = mod_exp(g, ali_private_key, p)

ahmed_public_key = mod_exp(g, ahmed_private_key, p)

# Each party exchanges their public key and computes the shared secret
ali_shared_secret = mod_exp(ahmed_public_key, ali_private_key, p)

ahmed_shared_secret = mod_exp(ali_public_key, ahmed_private_key, p)

# Verify that the shared secrets match
assert ali_shared_secret == ahmed_shared_secret

# Optionally, hash the shared secret to derive a symmetric key
shared secret_hash = hashlib.sha256(strlali_shared secret).encode())for bothhexdigest()

return shared_secret_hash

:(Generating the Secret Shared Key) & ,odl! (g jud ! rlial | uud 53

# Produce the shared secret key
shared_secret = dh_key_exchange()
print{"Shared secret:”, shared _secret)

Shared secret: 74bd40ad75cd4d76edcefd424bcble27be104cb0c22072e0aadb5b5a29b60d1ddab
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5G Networks

Artificial Intelligence
(Al)

Asymmetric Key
Cryptography

Cloud Computing
Cryptography

Cybercrime Regulation

Digital Twins
Hashing

Internet of Things (loT)
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Machine Learning (ML)

Private Key
Public Key

Quantum Computing

Robotics and
Autonomous Systems

Smart Cities

Symmetric Key
Cryptography

Threat Intelligence
Analysis

User Behavior Analysis
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