See, s00®
L] ]
“-‘ L] L ._'.'
[ ]

il ) ) (i | 33139 S pud S S i TR i
ol (el Aot § ot eS| | =il agljg ;

(| pmiciaal e |

O yludt ALRY - (59300 @daldy
P 4 e (I WP {

®o,, c00®
..l.'.. -.'....
. e, . B8

.:J_x_é‘&l’rl’g‘jh’éﬁ'f 2023-1445 dado



2\ 40 (@ dal 5159 (D)

4 N
il e Ao ) gd S S G b
il 55159
[ AN Al - ol el - o Sl gl = Gl e Yl

21880 oL JI- o daills gl
e YO,0X YV 218

VA= =0\ \—oVr—0 : 2las,
433 gandl = (g U1 (L =Y D> gl = ki = el A -
MgtV tppes

VéEfe [ YoAY **i,*Vtéj%:

L o

VEE0/VOAY: plad i uB)
AVA-T Y0V Y -oVY-0: Slaay

F BN (e Muaie’ e Aaslag Aullyd) Mlge

[=]¥5x[=]
J,II
=

O} o o
\ ien.edu.sa

~\

:‘n:d_i:d‘r_g Eh.ﬁfdbiﬂ:“é"“ JSE .iﬂ.d;'.'s'l ;Ed_gfj .-.C!L_JLI:.Hj 1__!5':.1:;113.;11-4-1-!1@ ;JJ-Q-LI-I.I Dq:’lj..:i
Laledal Joms @Sole idag (| QST poslal fpSlal sl Lo

(=1 3a [
43
Ckias

\ fb.ien.edu.sa

/r rdag ) A2, Ll ST/ (g0 it 2Ll A ddadall ST/ pdall A

@3 2. Gugadll JSWI Lgd 98wy Bt Ayl | COST juglald 2. mgudiw A3 LS Lie ST juiad
caadlall Lolug LALLY auds Le dugadg cduaslaid) dlaall

fb.ien.edu.sa/BE

®e,, o00®

00 e, ", ", 000

se, * " " .08
L ]

a1l a)ljg

P

hinistry oMeeatem

2023 - 144D



.‘Il...- ‘.I.

00y " " 000

* e, '."n'l'l'
L]

[ﬁll r‘T”;ﬂ”jq
kA ;'|.:|.-|".:'.=I'.|i3':

2023 - 1445

Lonalail) Cilodsd) gl 4S5 1 5 LI

daslaill Dladel] ghas a8, kg Binary Logic SA a8 oo Aol dblasl g il @3
435 gl dpall dSdanll (§ plusaiwdl) (2022/0003 ) Lic)

Binary Logic SA 2023 © _&l)! (3ga=>

9l ULl #lar sl Aaliil § s sl gl id e e5r (ST frud jg2o Y b ghzo Ggioell puar
QUS 03] 095 e3> e ol a9l (3 guiall Francills ol ASLIBo 9 dig ASY) Ay (SU ol S (SL alas
el g

Binary aSyd Jud e JlS Y &85 ASJ) adlse J) dailgy e QUSII D (Sgim (o b dasdle 2y
lgrosdlag giilumg Juslg I ods 485 Olewa) Waugs (§)Lad JU Binary Logic 45& Ol ek)s .Logic
Al A9 S| aBlga (ST (Sgrnn (e Adgiunell oot Y LT Y|
Oledle 9l dpyland Wiledle 0555 03 L §)9Sdall B 9l olaiiall slawl :dylatll Cledalls ]
B 5 Goaodd) I &8 ST U Geds Zrdgilly Clnyadl 25y Jad pasiady i Ayl
Sl $ILe cols g dnl ol doley ol byl @l 53—=9 Binary Logic
Microsoft 4-S.a) 4l 5 s doyl=s dadle Windows Aa rsieaadl doylas !
4S54 ddoews Ayl wladle Python whla_sg  Python 4 .Corporation
Wireshark aS&d dliead djl=d dede Wireshark 4s5 .Python Software Foundation
.DB Browser for SQLite &S A3t &)l dedle DB Browser for SQLite 4a3 .Foundation
Alphabet Inc 45a) A3 4)ls 4adhe Google Chrome Jad
ade 3obal ol 4 7 pai 9ol QLS e oMel §)5Siall Cilelaiall ol &N (£5 Y9

0 O9Sund 34 o (51 ! Jaaw U3 OB 1319 40K L )Sall (3l Mo Al 1dnl> bl Jsl>
Aaoyd 31 (3 Ay plad! 33l Sl jg e (£190

< binarylogic



L

dalde

et} it i) L galtad Byl ol Gutag s o laal 2 L o1 e L iyt gt i L pylaty ool a5 )
25 2030 2ysgaall 2y pall 2SLall 453 50 Blowinly ragladtll Lgnalail puslad Lagass e aladl] 3513 (e L yong -] puiiag
gl A U1 by Je b i Solan! oo asgiltl! @alaill ool sLuvar allad sbazel 1350350 &0k
o By3gasal) g pall ASLally 65 (@ baill Uiputm g 1 5paie Limls L5 3903l i (g1 ol ol ylns bt o)
1 delaty
B odiewe dubles 3uude fpe 33! . adll glade 5l I Galal (Well g B paad) Ao pul) ALl Lidlogl e Laii| @3 Jujas @
Amendl e MY @l e
dataiully s Bl Gl & gl T e BBl e 255y Baat ) M U D Lgle 36,30 IS Gy aRillpl @ Jujd @
dacslls 2 MW @l e AaSlallg R sell g el A0l e 5 Ao w855 Al Saagandl oy jadl ALl 250 g0l
palaill @l y3ea 3Ll oylasal tggllall Gell 5T Sy claslad! 2 Aduiid | oolaawaieill e 3olg3 Lo Adlall Juals @
Jaall Ggu lidlatia pa
dS! B mglaae 3893 Kua Sl jo 2 eguad Linall HLall @ @ danll Gaylie e llall (S @
il | illagg «Joall o Alad J) duegill Aupla¥ly Aualall ciliainiatly Glactl ope dullall opSe3 ®
el 7 Uia (ya it s ylang (S Ly A eats e BaSlB A yull 533 3 imay daiae Apaplsi Ui 2 Allall oy @
oM L) T Sy a0 2o LN gy A ) A 00 et 1ty ALl Rl Ay o Ll f5 @
alall @ el e Ladls 1
s 1 sbllatia g caglailly lasd! pe Jalaidl e @aselos G dasddly 2amll ol Ll g @
Sty Aige Silalgd e Jpaand! s fe ilaaland! 1 B3lisl Ao piie 5L e crom il llall alal o yall pasnss
Aadsgmlaglia e Jpasdls dus il LKL
coun 3l ATl L 2t 38 b gl B (it il fon S B 5o el 33 i Rt pm sl pLall allid S
e e gt sl B ale jline 2 L Bllall (800 lhismais oyl Lol e gite Ailudly Buale c¥lra 2
Jaze Lo s 3ol Ameall losa c Buwtigh g ool agle Jloas ¢ Jlae¥ 55151 5loe oo sl Hliall s mg wgil5uBs glsus
g (e Allall oY) g allaill s
g 2030 At duy5  Aseinl| dataid s dal 1 e Liall 35550 cilallaie pe 38155 B Rl 30 350 290y ®
bl ol el g e ML g Ll oSl ol 5lga dadal
ol Jlavey GLaitWN (o Gtlall (1Sia) g il Jouang Jan Goraw ol Ll g s 301 (oL Skl sl s ®
EENES Iy ILAPIFTRE IRV PENE S
a2 3330 (palSe (2S5 nglyns ailaladl uami 2 waiie Ly «egile oy Allad 50 LiS 35y Jpna puliie ®
el | 2 mga Lo o 38 (e ) s Las
el Los izl cilutlaie s g s praplal) 2 oLl Aaite pa Gy Lo Linad 3ullall gecall Geglaall Joall @
Al Cualis patioel] e liyg ALLLOY) @all 350 e
Soe, ,e0%® Baamea bl 33y 55T 1 locs fya JLEW Cpe Bdlal) (S0 o) juunnt] @
oot el el e 2 AGE] paian 00 I (e sl Gl pmaady Ll pasles LI (e 0 A GLEY s ®
: ey

Pl —llajlyg
hMinistry of Education

2023 - 144D



1l ajlig

clryy of Education

Adlaaly e Lintl g ae MUl g gyl (o anel e Ll allad 2 L5 ey o e @lailly el @aladll oyl @
Aaptanll el Lt pos & paill ol il e le Allall asbiy g1 75l pypda @
Aeaaisl cilga g 381 3A0L Biane oLk Baome algs @ikl aa ullall midd 4y slgas Buige cilalgd @

Jual 308502 g Agslill Ao S0 B Bl o 5laal) ualS & niigly coselodl agte 5laus s St
5 gl s e skl g g ball e in g il in 3 58 ] Cadl Lgnig s g i) JUUT a5 25 Lia e il Ll
cJanll Bg v Flaeit¥l ol 515854 Tgsm pa e caliBnl imimnad B i a3 JLaSaeY L3O ol 1l

B L AR T A Ll e i g s st A8,
bzl il s Bl praad) gl e als JS 58 0 e iy o alad I LBy il aYl runlie paings
ke ,0 cilingag AU cleladtly iole Liall caliea @ 3 peal el daaly CIlall Cay pas 33U Caugis . Lgta a)
Sy ool yull ey ol @i I3 2 Loy G ! ¥l cilianlial il LaS BpagSind ] clinglly Bl
ot Ay 3 B anl e QLS S50 LaS ¢ pudtal) gl ol og 5o pat Bulac ¢yl ol yaga arlali sV
’ lalnilly o) B Zlan 2 duad I el 9aY1 ol winiiaol g laggil! (pe 3L CadSIlg

dalad e (gl Blall e a5 Bygmiinll g i sl dog 85 s By sl 3 el (0a W1 QLSS e
o el (¥l (0ule3 2 Baga iy le I 1iin S5y LaS (Ao gl Alatily el )5 (ye daniis La IS (e sdan Jelilly
rld Jialh dalaly
Agadlgl) 450 el Sl agagally olygied| o Gl dagl 1 @
ABgtueg 1l dx B ygems g5l o pe Bl psl @
by melaall cililae 2 @laill jg0 5100 @
Lol SIS i Juny Los diligions dagh 3 alaza¥l
Al (il 2 dulitl gzl Caglagty alaia¥l  ®
e A3 il G all e ol Loy Bl g8 Gegiia c bl Cadagy alia¥l

Sl (e ALalSTn de garms ulaall 3igs g 3 ] e 331 S s JLandl e 2 2L ) o el 28 5L
ol 5 2y Al g5 ) A palaill 35l g i sul) 3 B8l W Al oy By yal) B9 5! 3 ) e gl padlat)
bl s mulaill Aglae 2 0393 A8 Las tdaslall Lle il Lol gall g &) izt

J:.Si salll olgd M@J*HMAE'P#@'HL -'*F":'—':'H_J:I J.AL s Aalla L.'|3|_:;,..r.=lrn,1]_'|5’.“ |:J.=.|i:....l..'='|;| KIS

.3.131.!_5 daia
Seagill A alily



:'_".'.I el 1 || C'JIJE]
kA stry of Education
2023 - 1445



oY1 (2 dediie audige .3

B0T i inniiinsianiosissans gl el

Jo¥1 sl
VO3 oy o i 1 oW (s 98 g il il
108 oo Slo ped

1172 .......ccnemsgmmmmssans YT (L (I SN {
126 1.ovvreeveeerersseeessiessesssessesssseesssns s Gl pa3

.iJEJI LJ""'J'"LT!
i {1 SRR PLET{JRANES- [P POV (L.
S R R Sl el

.‘l.. ‘-I.

00 s ", " 000

li._"_'.".il
L]

1l ajlig

sl ry of Education

1445

VB4

3......“.?:1!_).39“.‘1 wcﬁ'l &L_!.mhui

Jg ¥ (s yt
O e o il | pa W1 (LB Hadie
L s A S S R SRR Sl pad
LI gyt
7 |3 S 1 pad s ) pesd | (o W ploline
G S T S R Sl pad
SIS | pa 3l
L e Aol g g (o3 e | pa ¥ 1 Sl sings
L N A R R N Y Sl pad

4 dad)
8 ............................................. ig_).ul.d

" VRN (N poitaad

Jo¥! Ly
- EPETRECh Juadad | allad g Sleowe pid 19 alial | (yal
B corpirmmvon o e AR Sl el

Iy yd)
66 PR P T BRI i | 1), | Q'S.il.ﬂ'!a.n“p
B i R R R R AR Sl el
86 .. caalgamlt WilsiiuwWlg ad W31 Slisad ! Lilsait
2 | [P M P o Sl pad

N |



(M it | 50 O b laaf .1

108 e g (A | (3o Dl W1 @ Ll e Bt 931 0008 2. i al | B palu
Oyl g pdolomll e B paiiew LaS  molall pj':..ﬂi 2 doaabls (ST j9dTig 5 y9-kas
oLt L Ay ¥ ) O Lo ! (e g ¢ Aol ) Aalai 1 2 539 81 Aol
WS g (A peud | (e W1 2 UL Aotles (Lo B pallew plis | 2.9 (Lgigaigay
B Y| Wiia a1 93 e IUS g (Oleglall Aalaii Aalest Jgua st by @Sl iy

(OIS 5 g Ol 3! Aales 2

3

alalll Calaad

PO e 15318 CaUall (5w B ol ol Aalgin

cdn )5 g O ycealt (a1 Jloas 3 guaill pudgy <

o et | e M A L Sa Ll sday <

- sl %1 2 Baan 331 gl o) 5193%1 oy <

a1 Jlowa 2 403 gamudt Ao palt AShaalt 501,00 3 LG te B pan <
,gjl)_ﬂ_m_'{l

.35l Ol pll AALTE DA 3tan

G it Slaangl! Sas slasS puia g

g3 31315 Lghe amdt A€y Hlalind Aokl ALY O Land | 5Tt e

. laglall dalani A Lﬂ&JgﬂﬁbiﬂS}hJﬁuLuu.L:LmJ_a.Sahm

.E_?:i'!_).‘lf_smll;,.a'-h’l JL@#%A&ZE&E* Mﬁl_}j.‘.t}.&.ﬂ

AN A N N A




J 931

(M il | (pa Y| 2 AoGa

Wi ien,edu.sa

What is Cybersecurity § 31 scuud! po¥ Ly 3 923l Lo
sldl 24 aanl) }h&l?b#?l&ﬂ%bﬁiﬂﬁy! ool gl 2 00l 30e JSE Lq.g,al_,_-.l).._u....ﬂ Y JL?;AL,_.-P_;.:J
Sloglall Bylasd L g s il asaad! (pa¥! ol (@lgasml) 3 5ga g canalondl 3 gl HLEGI g y5Y1 550l a3 thsnsall
il sLell (e Lo ganms o3l 0¥l Jloma Jack s o Lgialg e ¥ e 2 239 3les Glaiisg Lasliwsd!

- ] JUVOI| ER DEW | PRCH RPNV PS- 1 BN - DU-00N (R -1

|§¥“| (National Cybersecurity Authority ~ NCA) (31 sl | (30 SAY dido 531 dcg! |
lipr 2 19 4 3 ! eVl Baiies AgaS By i Sha yal Con g Rudgacad] Ay pall ASLLI 2
Sl Sl sl Al B o el Y 5 o e g8 il
T —— b LaS Al !

3 an) i sy aliasnll bl okl g culaglal) 3,ia0 Aeliig el 81 Zules g
o3 gl Judas3 9l 31503 (6l 0o el (ym dugion Lag elanis (s ot Lag eluoma o
ilaglal! pal il sl (el aggie Jading ipgrdie jui SOl gl alusinl 5l Jg5s 5l

SCIRPELTIIRE NV PRSIV IO [P

(=] A; [=]

c ool Ayl sl oy il 3 2l 3 e el Angdall S

A ‘:"fm B e ISl ) (0 5 S 1 el Cra U s )

| :(E:?rhersecurltv Threafs] Jl}_a:._..uﬁa_"uﬁl el s sl u-” Loyl ol )21

aB s ol 8, b gl 2 slagagllods el dibize cVlome il ] ¥ ety g oo il 28 ST
o ciaidainll Joo¥l ol coibaboall e Ul 355 alaell 300l puadilly wodSil oyl s el opal e
322 Jauoedl jie ilaglas T«-Umdbb-u-a Juﬂl Jadis 52 !)_._._..‘Jlu_ﬂ! Jloee daids Ciciy. d_ul_,...._..a.'ll
claglall e CLﬂﬁw} e il Jl oA E,)-‘-nl' |J_....4 L-.J.:-u da du_l;'ut_j_q.ﬂﬂ olbsad el iaiazill e 50

el gl Ly ol aazally Ll s 55 0y yurall i

L

) ) 215 IS L 59 o (al claglatly bl Aoles 25

AUt Olangil 2o, el (rn Blal] T g 3 il (e

+(Cybersecurity Attacks) 3 <1, 3 g1 cilaglelly dmi a0l Ll s pus 458
d@%b‘yﬁjwd}hmﬁa}m;!ﬁ1u¢ J!}J‘Qjﬁ] Jjja,uLa:;gﬂ ah..m:.a_i_..u‘)_h:'dJL)Sle
%rHLz-i'_b-Ajﬂjl J—I-Td-Ll-n_j' .;_ﬁ}i_fﬂl Jﬂ_m_g:d._&b.u 4_4.1:--_5 deiwf_gm@{__,.;mul
."" J.Jb'ulji M'jli—-ﬁnm'd-njﬂdlﬁl q....J.ﬂh_.;.‘@_u._.;_n- J‘H}Uﬂuﬁmwmhﬁb
J‘g_..a'}ﬂ _g.l I_]l_‘.;_q.'}” PPN | b B I L - W) BN | LT P |

J|—'|||| I'_I”ﬂjqu
Ministry of Education
2023 - 1445




Y gall o ey Alaimn j5luus pa 13 pplas 3T (065 agamgll 1060 LI B galls (ol il Bty 6,531 A3
OsSIgicad) ady G W gy 5 puiall LT3 gland omimy 0By Baacally 51 oW I el g gl a3 O 0Sa
205518 il g ) Lyl cslamgll o2 (6355 0B ¢ agmg!l | ilg s pad ) Asloetll Jlaa¥1 2 2201 & Maally
ﬂJ_AJS_wu1uS.A_‘j Lesd dsliwad!) o lud) 3 0 o5 |J|J|H1 S!QLMM1UEM1MJ_&+¢W
uwlﬂaﬁuj_ul.s-_a_..uwjmjs_mlumjujuujmtuaﬁu%@y_uuﬁmu_n'}uu_.;g“_.\_mgj!
Al i) aggll 635 e e i W e o (Y s ST BB q_hquLj_J.:..JL,g,.rS.aaL,_.Jl - Bl [OPPR |
Aesdg CBlgas oy 13 Lae iy pSuall Lgsbum il ol @yt )yl )z

a5 I 5 lonil| gy e ) Byl o) gl g Lngl 51,000 U yg pm il el (a¥ )
PR | Per) O PR L % BOPR B 00 i DUN [ v (P00 ot I byl L (OO 06 PACR 1 (ST UMD UG 90, | b 19 0 B P
Oldae 2 Lgalusiwy (aslggl! fh_‘-?u'lj y2sliall s . (Personal Identifiable Information - Pll) dcasdti
ol aW Aules 2 e lod o ASLEN Bsliall g dugall 5ol alelS 1 fia A pead ! fa¥l 0l U3 13 8lasg A9 Sl
" colasagd! oda ye

120
105 104 100
a0
60
2
40 | vz
2 E
o . _
= 20 21 20 |
e
i
2019 2018 2017 2016 2015 2014 2013 2012 2011 2010 2009 A

-;lLu-] ]‘_,.S_l;..-‘-n_ll..'-ll..u-._-.n.u:--._l] ‘hlﬂ-._l.” -\.'-_.J..n Il..ﬁl_.:u.llu.l.h.?--\_l_:ldlhﬁ.l ":.HJ‘ILILI mliwmulwuw .'llg.:- 11__]5..:..;
(Center for Strategic & International Studies - CSIS jausls dux gl auy

History of Cybersecurity 3 el | (pa% 1 7y
QL@!@MM@%L@JLQHJ;J{#FE »_‘U:J-Jj cMﬁ‘jQUk&d1gﬁuwj+lgBEiﬁLﬂ|iwLﬁJ|
Ladlomal 351 ko &y guoms Al yonead| @31 pandl S5 58 O W1 1B ugaad] Gylasd!) Balad] 3 il

AlS 21 g ile gl i ye ol g Blail) Ancal g A0 ] ilasegl! 25 5 33L5 (g pally galondl ¢y pa0 | ag aa!
228 5201 2017 ale (EQUifax) uSLasgS) duuuge cilily 3,5 ioilengll Gl alial jeal fay . plall 1,231,
u_h:_}_ﬂn l_g...!_n 2020 ,I.-a-Lc {SDlarWIndE}Jd.ujJﬁH fh&_‘r.b_g u.a.:r_..uug_d.n 14[]{_3_4‘,..5'}* A e Sl .;_1L1L|.|.H

i el Cya ¥ I Ao LIl 55 13 Lad! 2 ol 5300 Lgan Lokl 2! f.ia;tnj

.,LtumjitguLyutuJ# iy t_wqmumuhdqﬁdlmmdmmytjwq 2 oAl gl 2
uJ.;ﬁ.m JMLJ.‘JMLWW!mme;uﬁj.uﬁujlﬁmamudmu_@uuumﬂj#
;Lrﬁﬂluwnm;m;!ﬁg Jlioetl g datanty, Laah) s siantig wtwtuﬂmwﬁ

il ajljg Dlam gl ﬂM"‘-&‘l‘FP(‘-&-‘S‘:‘U:‘JJ' 5 )6l il A bl s

Ministry of Education

2023 - 1445




akala 3

oLyl 5l e sl agoea JS 230 55l cdlndl sae

E-:
s
Z1aale 885 oo b e
apala 711 E
LJ
._!_’..LLH 250 ,F
@ 2
_..-aj....,“s..u adul ap b Sl g Mgl olSs sab pre
IFaI:cI:-uni;:l (Microsoft) 25 a Yl (Twitter) sl [Aadhaar) i gt (Yahoo)  (Yahoo
,_,.'I_-;h'l el (Onlinar ‘E_‘ﬂ“m
b
(First &American o {Friemnd-Finder
Finamcial) Networks]

TechTarget 2022 €

(TechTarget) c.s ;b ubi s e by oy lall 2 clilall by o 481 (a5 250 1102 K

Key Principles of Cybersecurity (o ] | S A LS (5 Ld

Crad e d_l.q.b:ﬁn c__TL! |_;,_.q.| nJLun.ﬂ d.'[n...u'}”_gd_*. [)—‘-éllf-gdﬁ-'-"jﬂ u_q.uhLuﬂ_guMlj |_u.uLﬂ-J| dl-anﬂ dl_':Lq:- ..\-i.'l
Laliiaiig foaladl ﬂ.,.t.ﬂ-(n_ﬁﬁ..l-u qu JLﬂ_gLﬂ&eri__;Lbl .:L..uﬂu.'ll_)_u_u.ﬂ u_a}U d.n_..uL..u'hﬂLgJL.lL f:.'_)_d‘.‘qri l;__;._g_)_...a.ﬂ
ML&J' .‘ub.“ Il_,.ﬂr-_ t]n.n.r.“ _)__LG l.-b""jjl' u.lc JnLa:-Jlj ..+_|L1L_|:|.H FER qu.n..n_g > PP PP | uLnjll.U d__1Lq.-'-J L_13._|:. '_}-‘“1
1@mﬁtg;u1¢@@ﬁﬁ@

(Solaglall cpal Cilie) 019701 o Aot ! g A |
Confidentiality, Integrity, and Availability (The CIA Triad)
auesat] gl s 3L e @ lixia gz 355 38 (The CIA Triad) cle slatl (el cutie
a1 ) CIA S Laia ¥l iy oo L iualy G pneead! ¥l il slen s bl
.(Availability - A) ,a1gi014 (Integrity - 1) weSLut1y (Confidentiality - C)
4 7 uall ud Jgosll (e Aalai¥Wl g laglall Aslasd 25 deas 01 Colaa¥l ag
laglall oyel atha 11,3 JS2 g Uazi¥ gl il
J3oglh Zlewll ane gi «cilaglall I Jaumsll Ly C;.nit 392l Lle ala=tl Il (Confidentiality) & jewdt jois
2 @Sl g« pud S 1 Jie Ldbiea 351 ke JM (e B pecall e dalandl 5 Sads e Lad| Jomgl) @gd 3omy ¥ Ll
Ogex el J=tity oo 19,080 opaill ilazea 1 e dldizs il igag 4yl da g5y .l cLas g Jgamgll

osti, SAse ki cilapine ol Jpmnsdly ol 5T A0 B il ol uaninc
ae, * *_@ a8

L,];:LLA#_U EJ}HubLu.ﬂ d_q}L.....uh_..u-. Lg.n_...r'_}u' f..._.Lﬂ}J_Ibl_l.lJ' 4.8 ...L.S.'j.uu.ﬂ {Integrlty‘} d.i}lu]'!_;_n_..u
:'_".',I — |~|=Illdl.]-|;‘ﬂ:-f-°‘-mu' L)S'“".J L&-‘.?-"-L':‘L_r'-“‘—‘LFBM!E#LH—'}Hqu&fﬂLP}ﬁﬁ‘“L“jj‘llml%wl

hMirgstry of Education
2023 - 1445




i

ablad! ol el ﬂ_uig. clladl da b Hlas 2 3003 Il eulaBgully puasall : ia

GBS 8 o il Redh gt e ASLA ABGA 2y it o o

: (Digital Signature) o a_.s_L._..:.ul (Wi-Fi) gl g1g asii A Jloatl aliludl ol el g5 0ya
glsal il 5a ad 1 pBgnll LLw,llfnJ;uj; Syl yedsgLgtlas! ;n.oulubLLdlia_,;us_..;hLJljm'}Tl
e el
gamill dusly aluadlss e Clagladl LI Jaansdl 301801 ol ) (Availability) a1t s
) a5l Ay Ao (e e Lol G sttt clansdt s Ralsi¥l Ga 5] et Uy puis Ay s Lt
Agadlagalelas g Loy t_m_m Jaeg sl ileath a3t aa o w503 el o €aa LS
Elazea S 5815l (ylaas 2 &)l gSI1 iy Jaad! e 35a0 33laial dalail g

Al 3l e b g rnlilil 55145 315 ) (an Lgoll 2a5LE 45, )l (Denial of Service - D0S) deustl coma
cbalaall CaBss 2. o e wbladl (ha 35S @ileaS A4S jomy

Job Roles in Cybersecurity 31 mewud | (pa ¥ ) 2. A idd o Jij.ﬁri

ﬂJAﬁ_g-Lul_-.l:ud.dJ.n:gllx_&JLs_“juLuJ_ﬁ.deJ .:lﬁ:'-U Jasd! uaﬁ#mljd_;}mau_,lwl h_}_m Jlxa ‘:l-..b_.:u
oty i Jm A5 1 519319 LBl W 5Lt biliands e o3l pmead! ¥ Alone 2 e 2izall 5153¥1 cs o i
19Vl e dcgiie Aogama wIliag . (Chief Information Security Officer - CISO) (o it | a1 3510
GIlia (a1 Auall gl Al AalYh caagll BB | P - L T | B b ‘_,_1!)__.,,_._....11,__',_4')7! 2 4 auls gl
Cyad) 2 al 3 Alas Ty Ayl a1 g5t 1 i 3 asaad] (pa¥l 3 Sl oy Luahse Y L]
el eamiainia Gle cdlall al 35 51 paial g Jlond! s 2 Agl ! ol ylually Auauda gl 51531 £435 15 39 ¢« 3 pasca
eflant! 38T e Jloell 1aa Jas ) Lkl g Lilow s 51yl (e emcmieia 2 5 I ol o o (3
18339 LaS 3l el (a1 8 B 1 8 iulog 515350 (s s Lty Ll g Bpgllal) Bubzm cal| 4l
.(Saudi Cybersecurity Workforce Framework — SCYWF) (@ giw) (3! el | (oo Y1 3319ST (3 gacul

The SCyWF Taxonomy (@ g.w) 3 pmicead | (5o ¥ 331 95T (63 i) jla | o ciual

daads gl Jlj.flﬂ’* paasill Tlows

1,-?:'1)'-"-"""“ u.a:h” A ylans {q.:....n.: . u.nf'.'ﬂ djlana u.af}ﬂ dislana ;EE?

el Ay loecd! Aigadl Slasl o (CA) Al ! ) psad |
T i F _ rskailly iy
el Cpal pugla Slasl @ | 2 suslailly ! (CARD)

A ciliowa il @uza @ (CRD)
o e el el e
co® 2l M bl ele Slasl o
Tk w - a® B y - :
."'-;-,IH.H-&J“ lf_;,n}U?:Ldm.a‘ ?I;Em‘ijm_;l 5

1l ajlig

hA

2023

1445



duads gl 1 ga !

raas Y| M

I 0 | O 70 | T, [ { DO
0yl @l @liEad il
5 kel cilumes ol 3 el Aunigh Slad)

Soo, ,o00® s
eoe et e Bl cluagli cilaglas Jlns
|Gkt el gl calasgt Slas

il ajljg

cslagagill 5,151
(TM)

Ministry of Education

i3
?U?§-1ﬁﬁ5

o paaadl (a1 35100 il (L) 3Ll aglaig 3oLl {d\qg
W;,.ll)__.__._._.Jl ‘:J_q:ﬂlj__.‘u . (LWD) als01 H
3 e Cradl Hliniae ®
) e B il 315l ua @ SRPSIPWS
el (53U gl galit 1 o (WD)
ol ] oYl Ci5e @
ol ! ¥ jlalies Sliadl @ | lalitly deSsall daS gnl| =
o el V2l Yl SLasl ¢ | (GRC) RECP ﬂrl-tllﬁ @
- UL PSP DO WS DU I ?iztj
, o N ol gally
o el | a1 938 il ] Wilas g il gall
bl Lles s o guastl Slas () (LDP) =il
il pseall ¥l gl Jlna @ (D) glatt | gloatlylesl
i sl CyadY Amtt) B2l SLas] @ (PD) u
il B S e -
puazall Alas] e (P) diles!
Jposlls duggll 55050 Slasl o
in.lafdl L_,_qi [_ﬁ_‘lr_-; .
ol il @ Slas] @ ol i) @
lal ma W jlast las] e (VA)
A ) Elgml) Bl ilasl @ LYl
= (IR) cualg=lt




::.: -Lw}atg)"j‘hﬁ'*u-‘!k“—‘-““u_ﬁ?l u?l_t,uiLg_!b.Jﬁ_H_}.uj dl=ell =LL=L|.H ._gj_a]|

auals 1l 5lga¥

@Sl b 3yl (¥ 2 slase @ae © @Sl Ll Sl Al ;’\x}
A sn eslaantl E,..:L}....a.ﬂ E,:.*.Ll...:d‘ ga:LE....nﬂ
PN P U | PPV - W2 B | | SN A Wi | slaaantly
- Pt | Y Wi 15.‘_,:_L;_...=J' 165_1-_4'1 Ll inl EW |
e Ll @St LatasY il yeadl (a1 g los Sl @ (ICs / OT) (ICs / OT)
Adindod ezl
@Sl AeliY il sl el liea Sl | @
Al in)) ealaa |_5E,.:LL.=J|

Al AT a1 &3] gusell Rlietind o Sluas] o

M

2023

=W PP | Wi | Y ‘:._,‘-_LE.@J! EﬁSa-_-l.H

Cybersecurity in Saudi Arabia daa gaud | 4o pal) ASLel é_g;ljﬁ.udt e

3500 Jio 48 3l | o) Jloma 2 Il Gsiane e 345101 Jod! ﬁ_mh,_m.:}._um 2 yall ASLall i
dyPqu.an:ﬂ.}.n duLm.Lug._&J! (Global Cybersecurity Index — GCl) 3 jcumud! (5o S48 t,,Jr.'..«dlJ,.a.i._f;n.L=i._..1L‘.I'|
Aalizll n.‘uLa._rlj‘:,;lJ__.:._...J!#'ﬂ Wleg;jjlﬂjl_h\ﬁ @igs s ALl L;MluJ;?th.__._dlw'fh L}j..b_'ll‘:.l)_m‘_,_.,.__q
Syina @ud @i ddalizllolelladlycle luall Joli Sills Gl sl (a¥1 2 dalizell claulaill aulgll Glaill | H1a)

saifall () Aam saalacl (2 )saselan sl ool (1) Laalad 3810 vz s de 2 8 selalab a e il

Lzal 2 gacal] s palt Aol clin | a3y A dlen A ai2 Lgarani@s oyglaall (5) il yuall deis (4) caeutail|
2023 alt (World Competitiveness Yearbook-WCY) adlall dcudliol) g giwl lolisti 2 Lt Le 2 L0 3 !
(International Institute for Management Development-IMD) z_ sla¥1 dceiilt 3 gudl ugall fyc saloall

.l_}....u_j...u & ya2a 9

National Cybersecurity Authority 3 scual | (o D Ao 331 Aigd! 'Ulllll

2 Ayl e ¥l Aemizel ig=dl o (NCA) ?EIJ#‘.JIL‘HBU acdo ot dllgl! h%
a9l Aygumt! ptlimall dylan f0 5505 Il CBUgig i dighd 2 ilogll a1l 5 ASLal nr
aa 2015 cslaainly Aygd oW1 el il Undtly vl | Aimtl] il -idogl Lgiely Wﬂ‘{:’dﬂ}
.'&__..455_--..11 Mational Cybsrsecurity Authority
SAFCSP 33430319 doma )di g QEIMI&‘SU TEY RLEIE A | \\
CnSias Al Cougi dde g Ao g 39yl g does ydl g u&lﬂ,..........ll&.qi‘}l.lil_;;&a_..u]l 2 Ll }H

g—oll 1 g3g =.wilsl a5l
Hajallg asepllg il wll
SAUCE FEDIERATION FOR CYEERSECLIAATY,

LI i L.
PROGHAMMING & CRONES

--l..'.- ldj_l_”uLmJL&.“J.@ﬁ‘uli‘.ﬁLu m!uw!jﬂﬁd|u|ﬁm1j

:'_".'.I — | DJIJE]

1445



A3 gaud ) Ao patt ASLall 2 3 pcead | Sa DU Adigh! Ot ya L

Cybersecurity Career Initiatives in Saudi Arabia

LJ':“J":"-""".‘_? ._"a}l_*dl:.ﬂTuH)__,_“._HJl &A%! &19}&”&}£|‘Td+u| w E_q.g.aalg_la:- :L_'._"uj.n_..uﬂ El__u_)_._ﬂ dSlall ST
Lol 1aa 2 aSiatl =l jales b Lo

e yid g malaid |

A el ¥ 2 gyl g el sl Jlome B 5 ISy By gaccad! AagSomd | 2 i
B3 gacall Ay yal| ALkl 2 aalally Solaslod! (e dyitad) 225 g cAglonll )50 slatd
a_ajs_-.n coillal LS« Lol 1282 culalg g dsale cals py e Jgumomll & inimitia pal o
o sl (a1 Lo 2 laglal) A3 emeaivio cul slga mgladl &5 il yslse
4_||-__:.L._g_[|u.n_'c_1..1..|.1H.g.1u_|_1| 1M1uﬂ}umylwaumtﬂy :-Lab_dlaJ..ﬂhuich.m'h”
eVl s 2 oyl Satioea Udayj Il 1uim5}lu1jmt;ujf}u Al Bugiy
(SAFCSP) 3395819 Ame ydlg (3 piccad | (y0 ST @:jmuu..mﬁﬂ N GO (0|
(o S Zeilo 531 gt ol LaS « 3l ) (a¥1 Jlome 2 il Laas Lyl S s
(a1 polw) Elﬂt@?li&ﬁiw $agad) LW (NCA) 51 e
Olas caug (Saudi Cybersecurity Higher Education Framework — SCyber_Edu)
33N ol LY 100 iy sy gacadl A pall ASLall 2 3y (e DU el @ulaitl 339
Gl Lo e @ lal| 751 Aae g ¢y lanial el i 2 Iatl @ilail el ot eslllattf oye
o il (a1 Jlome 2 ALelall 55l uils |

et (o W1 Aoy

ASLal) 433y 3ot 5yl (e Al A ihe g e 51 55l Bdgaaadl B yall 3SLall y3la
Sya S Lilagl ool yut 20 yagtast Liatad 33 5 W B oy oy JLankl 130 2 Lgalaaly
Oralal o e g dnguadl Al Al ket pulus 1 dalsWh Jaslall Jals ) !
Jladl a2 tg

s Loal | SIS 801 @
il I A Lt 2l bt g Ul S 5 oo 389 ISy Lol B39l RSl o %‘%&h
1) 3 1S 1 en A1 2 RagSonl i 1LY o 1 43 ] (aY1 Jlma 2

A el | 5 amiazil yglailly oyl gl

; o il | (pa W g LB o gl

09439 A yueul (oY Fliad jglat sy ot el paldl fpe sl B ga il Ay pall AL S0
gt (CyberlC) «t ol ilagll sl pull el yalull ol Lo 359 . aStall 2 450,43 ;Lh_g
.(National Cyber Drills ) a1 et 2ils o310 sLaid dﬂ;_.ljjulu_qxd.ﬂumm
‘yh¥hmgﬁ|wmuud A Al o el (e e yatl il yalaay
el o :;.LEJJu}mm ._U_x£3+Jl_=.-_L'Ilmij&?la:b;g;&?lwﬁ1w1
O peiieal b g‘.)-,e!-dl ¥l ilia 2 B SIS i day g A el (¥ 2

J|—'|||| f—|||r;|J|Jr:]
Min Siry oF Eou ation
2023 - 1445



;'_".'.i =il *:'JIJE]

:,;__,.'l___iL-a:&'I %H‘JFMHW1MIJ;}

Bl 350 A8 el ilasmgll AnalSt , alot g Akasdl ()l pus puglad 3.1
A0 ) cilam gl 2w M1 L3l aaY! (ye dagSand| YIS )

8l gall g 3 9lai (e (sgtual| i Lg! iy SIN @l pondl psas -3
ailmghatl foal s AT A Lol BaSoth g 30 t) A

o Bugs Ailes Liwwha 3 359yl Aoma 3allg 3 puead! (e (g3gaadl sLaiYI .5

Loy e Ml ane g bl 38 ¢pe STl ) Aadledl 5ui5 .6

= &
JLaol] da imteall 351 all oy e caliladl s Lisl g Jgrumgll 2 @Sl y i ) a7
bl & e e

Lo e Sl @y @I 835 bled! o &y pad! (pauin3 .8

v £ £ 2 d =
oo ali s e oy Liaits Yhwn (C1SO) il yueaad) (ya¥l 55081 asdy 2ny -9
Agas Luwwdl S| el

o el (a1 2 Uil g 1393 3l paaad) (a1 35050 ey 635 - 10



SRR IRLYIE TR TIPSO 70 VU DY JORR 00 (N PSSOV FRIC > |

?31_,__.__5_..”:1;,_"&‘1 e 2 (CIA Triad) cile glal! ‘el dulio dlies Le caws o

....- ‘.-'.'
90,4 _". +"_oo00

_.._'_I
R e

r—'u_l_l — I E'JIJ'E]

r

Mil'l}?ru of Education
20 - 1445




Al Slegtallasles 2 3 yutlvelus aS 22y ()

(ila g delai¥ I I wmm Jguo g AilSal Gloual Ha1430 Acanl orw 7 52 o

1l ajljg

Mil'liﬂtru of Education

2023 - 1445

18



a3 gaad) A yal| ASLGUI 2 30yl (oW1 Jlond Bt )1 Aiighl Syl s o

o il (o ¥ Al s glad 2 B pH1 Jguid! (e Boiam by s gaal| At pad | AS Lol | Cimmiao| citi - pi o

A0l il g

Go,, ‘\l".
00 e’ v sess

ae, * " " Le®

1l ajljg

Mil'li*"‘.ru of Education

2023 - 1445



ot 1 gyt | sl

@ .;:i!.;z.ﬁ

:'_".'.I = il —QJIJE}

r"-\.1 3
2023

L) OF ECL
PR
144 4

www.ien.edu.sa

o psadt Cpa ¥ J gl

: (Cybersecurity Assets)

55 ot S A ) Y Jgiol
O 48 g gl A gl 3, a0 3 ad
Dl A ps 2 gmgy L 3l

o i | pa N1 St i
: (Cybersecurity Vulnerabilities)
mJﬂLuu_athquu_ﬁw| il a8
DA P VA sl allni 2
sl aleadl Jod e Letdanul

L.]j—""‘_?u—!":;iﬂ—“‘-"'“j' ;__;J_Jaan.l_ﬁ-?’
Acbisdl @bl N 4 7 ual

I il | pa | plalime
: (Cybersecurity Risks)

Ol aBdy el a1y Loliea 3 LT
o ilaglall 5813 ol e dadl gf &y ol
(q_E:':jT} il aglall P_Ia.fj;l N P |
Alaisel] Al HUEW Sty (@Sl
.HJ_H:H! Sldec s wlsbhes Lo

ALeSL acizmll g byl

M;.Q:u_z_:t' _).u..-_u:LrJJ_gll mﬁﬁﬁarmh,l.cuj}ﬂlld_ﬂwuhﬂ
lﬂﬂ_g_fl‘é_g_k.!l_wl._u_ Il—é"‘_l_?“'d_'}idll.__}-i";'ﬁ alloa

E,jtdinqli

451 a0 9 A el | (oo ploline

Oyl g Jlolomll & dende
Introduction to Risks and Vulnerabilities

I ] D IRIUOTN | I - PR WPIN | IO b SC B[ I L IS 1
-] | Fj!ﬂ!ﬁjdi;g:dlsﬁiﬂjamljwui
P BONREN PR | NPT S WU PP 5) VLN WS-Vl 1 VB
o Aalai¥l clslael 2 55 gl ilmma y e Ladd Aot 3yl
Ayl ellad e

Lo Loy iy CBlse e i puad! eVl cilacma (g3 lais 03
O cemg LI +M|'-JJU--';?'3 AJUT 3Ll *ﬂl—”ﬂ-_'-"-“ LEP
SV T by et BB 8 g Mg sl a8 ok
vidaisll S Ll uqusdy Baga sl Sl 38 ugasdy (A !
A1 A plend Bgh il s (el al 5 2
plﬁ!@;@?}@ajmmig_@uﬁwm@!
OO P PR T Bk Py T (9B I 1 T et OV |
BN atia JEL....-L! d.u!ya_qu._]Lungg_;L_gmH:.ﬂj._]M@
g einas ol bzl e 2L Balises il ) | ot g
pladl 31,55 ea Ll

Slazglls Sl el Ga¥ @lusug (pe Ughdl cilgad) 54w 43
Ll 53 le 2L ol Blbad e Lganiond (0 Sals 300yl
oid (dans 1.1 Jaiol miogys (Lgadl g5 Lguadlwaly Las e
.ﬁl_g.j‘)rl

LN P

A0 pciud | Silazngtt (oo A g5l Silgant ! £1531 11,1 J gk

.._|I|_..:=-_9l|_4)_,_._u_.|_'| _g' El_.__;,._:-i\
Ao




e gd | E:j,...l'l

Sile gasea
d—l.l.-ﬂ_"Lu.J! ﬂ_’r_uh d.a_g.g.”ﬁj...umd_u.nlh_ﬂ_ur_af Muﬁ.ﬂ"ﬁihﬂ‘ﬂﬁ‘: daeiind La - : '1
g
Fq_g_qsuuj_cu_g dg yaStY! |_)_~3...T|u.4,5_;,_-.|f_1 |_g.qu...1-'f1._1|_4|Un._1tiJ.ch1__u:-'hT|_.} ) "j‘-‘_rdl
Ldla el e
LLe g cae a1 Banlan Bind g 530 A 201 (g0 Ay il gan 5l 31 581 0 s a2l
dasinl s oz ol yol gl (Adas g pBlge dag i c e Aa 2312 gl yie s La cnd sl |
Al o Zun glonol wgadlgs (s Lo Lili g @guunat ol Wl Lt | (Hacktivists)
sl 5l Sy Lgigatinion @giSls « Jpaos!l 4518l @) Buccadll J313 (ye 3l 53l @a il g
d.n....a.rﬂmu.nl'l adﬂﬂ'u‘jé‘q}.ﬂ-“ﬂ‘jﬁ ~1.||.1...a.r.4\_:.1|mLLa...=l'||_l..¢J.....a.~ o pSadl 3o
QM?31;M1&|LH. Jﬁﬁdﬁ_umayujﬁhu-j,uww._gﬁﬂ1 SErlpt}
@il g ol 3y (Kiddies
h#dﬁml'yﬁdﬁ'&ﬁﬁ#@ﬁ%&%&ﬁﬂlﬁdnﬁ...'IE'
+m_}_“|.: ‘;'L,.“'HJ!J:"""lj" Ql_f'ﬂiﬁjT 3__1_;.!_-.._'.__3|J_.....| L,_Ladj_u:;n.ﬂj.l .E_“._...-..ﬁLi: 5__}__!.-& uj...,..aLi.L'I
ra.g;-JL..aJ Lgal asetinul QS“; dvlius ilaglas o

.;f.a.i.@{-_u » 23 (Malware) E;&awﬁﬁij@pmam o 4 pucadl laxgll (ye La gl 561 ¢ 9l
Olaadty (Viruses) Sl g puad ! sl y 1 0la (40 q_aj.mllﬁlj_,‘ﬂl Jadil g L ASLE jl;_._wl:.}liaua.u_})_ﬂjl Sl=Y
LA WESPPW | f_!j_.l e eid| 38 . (Ransomware ) anaalt Slises jus (Trojans) salg pls aiwasis (Worms)
Szl ad¥ i ale . (Payload) 4 sextty (Propagation Mechanism) La jLacst adi e <Li 5,
Crog) Lol giomay a2 yun 0193 Loy ity aaiet ol agds IS Lt a culyidn aluitaaly 3 Liall culusma pll y 827 o) <)
Baoma s el L83 Lunall Fuma yll ¥gam LAl @ gacnl) daSlangll ol (AS gl gl gl g SSIN1 gl 3L
Jouog!) ol ¢4 pcadl =ilaglal) ol sUatie W slily 35 o ol 3 padut) oLl o =slilod) shgatedl Jadig A% alaal Ly!

allall sLall ez ol o (e

Viruses Ol g yial)

o 1Bl gl gl ) (s i85 i 00a @y « 3T ey gl ol s da 3 w3 ilelal (2 5 5 g el
(213 e gl calate I LY of calladll calslae ! Joaad 5l Lgais ol (bl B jug puil! ySas

1998 ale o)l sl @5 435 CIH o (Chernobyl) Juigh yedd o958 cocoladl ciling p02) 3 5ug ) LM 1l
d..?_}.@&.’ﬁ]-__g :&J?ﬁ&j%wjhﬁ| ;!j;‘mnliuh 484 igLnjl-..I.l;,_nhq_‘SJl E‘JLA.H.:hj rem eS| Mi J__l.!n.n.'u it §
scagllad yugydll Conasg . [(Windows) jgug Juaisdatail 2 o€l ial yorlus M dabatdl 39 0 31 Ayt
‘J.u_m.:.n & tLE%d_a.Ta.m il e vuland) Gl gees A ulEH ol 3] w1, s 2 (Boot Sector) Jeacat

&

Mﬂltmiuﬁtn_ﬂfsdmu!u&u i_._...!_-..JlLLM;J_.J ujwlwﬂluicl_;j_.mu_dl (Boot Sector)

e,

uﬂﬁﬁ?1wm[¢ﬁ|uﬂaéuuuﬁﬁ|ﬁmu dldaaid 5 lf;lm}UJ_\EJ_n.cn_r_mh.ﬂ_}Lé;.
I_‘lll - |||ﬂﬂﬂ:ﬁuﬂldﬂdﬂuﬁijﬂlic_an|dgﬁdﬂ)LL}¢j|;d_tL..nll{USEl gJuu'jJu.alﬁl'J_IEJé‘l'—ﬂJm—"‘-
hA Hatry of | ducation

2073 - 1445



Worms faddt

Lgika 03 (e Yoy o LgrdeLial (6 5T cslibe ol el s Lguad 3Lyl 3 Lo ¥ Lgily ccnibng il (gl gl s
L_,:I.H (M?dﬂﬂm} F_ﬂj-‘ﬂéL‘EJ_ﬂJ Lﬂ:l.tl.ﬁT u—“_ﬂ*,ﬁ)—'hle-ﬁ"‘:ﬂf‘uﬁ'ulj,}lﬂ-a'iugz1-9”;|l{:1'1| puv- Td.ﬂ_}_.mw
2004 ale @lall Ll pren 20 cenalond) Balad¥ dapeun 5l il 2 o

Trojans 511 9 ylo dias|

e ol DAE Aaias) 2 LIy casde of Bgiga grali S gl a1 3 5Liall i ) e 3313 5k (gl Baes 3l
43y o) crad (3 Jowogl) Apali ol gl Ll LgiSiang « Slgand! auivieas ele (90 Audlidl 2wl sl e 5L
ddﬂlwhdﬁl'dﬂﬁuiﬂ-@ﬂiﬁﬁiﬁuklﬁﬁﬁ (3l cilizma y Ju 3B gl Apeaie il ilaglal
45y alBg  (Windows) ity allad ceaseiiud 38 pall il aglall (Zeus Trojan) g gs) 3atg polo Hluas

Al Bl e La yud g oL calblla ald)ly ccbylall dalas¥ e ¥l jue Jysall cilily

Ransomware daual Olome w
E-__ﬁ'u._ﬂh sty ng;-.ﬂ_g.T ﬁ"mi| culale puals aTh;ﬂ_qLa ﬁjﬂ&‘ a_;.L...:Jh_nL:r_aJ.J!tlB_ﬁ ._.k_*-.iu_m?u.;.aﬂn_ﬂ_n:r_a_}.}
d.mn;n;.ﬁd}bﬂ;m]ly;ﬁapjb! Lg.a.....S_-_ﬂ f.....ur_n.l.a.[h_'.bl_uqJJ_ﬂuL.a.ﬂ agaall Sl a o sugi W8, Lg.t.‘lh.n.....-!‘_LLn.a

&

Jues e Al ol 138 g1 g SN el gl ol ¢ g SN syl e e JOLS (a0 0 (S Bne
HLMLJ%LAEHJ_UJT‘LLJ.BTL“M!&_,_”LMH a.‘l_gju.ﬂ.-.}j!_‘l.:“_ (WannaCry) ¢ ,Sbilgasadcliea o ;_f_‘.E:,j!iLi
M)Jlll.u.\'h s pd G Al o 42 g +L,m4.€£uull:_1L&Jﬁ;_d.CuS,in3-;r.m~¢Zﬂl? ‘=.||..r_ & okl 3 3l BY!

L;Leuimwlm@uluwdmﬁhhu Liash Byl ciliva s 58539 slall) wlls 4 a5 wtat (Bitcoin)

Adware A.dle ! Olioma ydi

LeiSiasg cdminio 5l anntodl e e Lo gy ya ilidle] (122 a3 55bin slima o o Bdlel| i
LgiSdg . q..l.a.'.mjmﬁ LgsSs @iy ABaguuwe ilidel FMMM}PMlP@H‘JLﬂ Js> ilaglall pan

:.uj@r_ahl_g.l‘i:hs:u_..J!H@md_:ﬁj;ﬂ:LgPlaJL@uLm_pu_r_..mLg..a:.JL__,S.uiJJJ[\:n_g:aJL@a_}ﬁ)_uanu_:_m.J

u_U.EjM_..niﬂ_g.«n,___jj.ﬁ_g! el L:-_g..u,;_,all:u?r_abyu.n;_,_vﬁ chJ'—!-U.I.L! Td_Eén!_}uuLm).dlaJ_m_-_u.ufn.u 23 .5 5l

el UL Jaww o Le . (Drive-by Duwninads}:._,.m.u 2 Jreasnid! ol 35SV il danlg) IS (e

mmbmﬁt Ll ey s Lg_&]j;,;__ﬂ..n.l:r.uu.«u.u z3leddl ¢ Jag 5 ll lalS dads (Gator) 5918 Asle wIl duma , !

by o 5 i) Ailoma ol s e Aot cilyoma yll a3 s LS e s T TS ECRIEY
L&JMMlM‘PE:JJJ:#deMM‘

Spyware (it @u-.a
o iy e p il dalts s calaglan pans 3l 3 i 5y Lall il sl g3l Sl o | e
o yucumill lJ_.JM,&.u 1=..LI=..:.H;_.l_u'l_s_.r.'l j.l Az S l_.luL..d'Ij'I p=tilall 4yl uLIn.l.ua-jl T | Y £

95 L (Sad LaS ¢ (Ae Wl Jl gl ) aasll l—*hiﬁ?‘&ﬁﬁlﬁﬁ‘um*ﬁy”b!ﬁ‘c—ﬂ-«m”‘—"-‘*'-‘-ﬁ‘-i
Jﬂaﬂﬁl'_:—_i Juammd gl e ST st dal ) ol Azmaal! cilma ol SIS (e 458 paa f-é-"'ﬁ-ui" d5alge
Lx<li o (CoolWebSearch) (i suw cusg J S Lummill ali o pdiel s JUl) Juss Jlad . ( Drive-by Downloads)

el 30 s Aigie liMel (o yass Leud casd ra yad g g 3 (1 ot dn g5 s el EEE BT

_phfﬁy1ﬁfudgﬁﬁ| flia . 2ialin] 5 )l ciluma yo coniBy pedeait] el sloe] it Ll acusest!

Lg.ﬁ.u_ﬂ'Lg.L.w}Jj E.MJSJHMH_HJUL!MMMJJN (Keylogger) piilas a gt doly oacuml!
ﬁwj 33! Jilaoyg e oL cilbllag a 3515 ¢ 59 L1 alalS dalinll pucumtl| ol 8 (4 Sh n « Jogme 2L
=P PPEN |

[mT T |I—‘{:|
hA
2023 - 1445




Types of Cyberattacks 4o/ ycuutt Silasng!! ¢4

S5 @qr,ﬂ:m,;.wt #1350 Cyra dall aluseial oS o3 Liatl calusma 0l Lgar o 3l culasmgl! N 2L,
e g 4 el cilaegdl p1531 28T Gmas b Lasdy ¢ pladell 5 g W g culSull g Canalond ] adail jiay pall

Social Engineering Attacks dclaiaY1 dwdigh Olaxa
OgaxLell Lgausiny 3! #lasly e SN IS ET aa o e L ¥ iyl
2ol 2alai¥l ) 4y g al| i Jsagl) ol e 2wl ilaslan e Jsucanl
@gilagles e A ESU franziall plus Hgea Ll Joloms Coo el dalaid o
Oleglall fpa Lo ol (HLadY wlillay alB)l ol gl @lalS 1 i Ll
Jilaay o1 (g S0 o Jilawy JS 5 e cilazmgll o2a 51 Lo Ll 5 Apnie
el Wl Loalgull p8lpa aani gl g iutl ual :J5e 35%ga suma (e Lgil g
3¢ 3Line g pdgn M Jags dasl) e Bale Sl 1) ULl oo o 3 uge
L«#}-ﬂuah-ﬂdﬁdlr-eﬁﬁ-ui‘&-ﬂeﬂnj@ -gwjé}«fs—‘f#;ﬂ{mjh&ejﬂ
e Lain W1 A aigh) clemgd 3l 1 #1391 oyl L

; :(Phishing) 55,583 ¥ deald | 2 gona
e ! pe AL U A dlaa Y daylg 0 e dadiall O (e Ll plas @

. ) :(SMishing) 3 st Jilu J1 dal 2 goun
i T (5555 (SMS) Auwc Aoy J L o 51 W o 39 3O puatll o gyt m Lt
,ia_J;:jﬁ oAbl dasly e Hadll cllS gtz oo il Ml @laudad Lo fals pad e

:(Vishing) gl ! dcalill 2 goua

S agma e S5 11.4 1S5 T - e . A .
Aae Laia W1 A gl al ozl '?ﬁﬂj!ijﬂtﬂil 14-515?[;?_&1-4:@4" L_1L"r--7=-”-‘r d—_!-'l‘_)—_l-_l—n-ﬁl{l fq_‘.‘_);-.llﬁs":ﬂd-‘?e
&Lnthtrhdgmﬂnﬁ%iuhj;éjﬂlm' *J! Lngj_jur:_é.lh._ﬂ_ﬁ._ﬁ.d

el l{‘_-,_.q"q“..a;‘ !

douatdl e aatad Gl g ,aSI¥ oo sl il s 55

Q!J_EL'J_#‘A:L%-_'._;TU,_;JJ SLalls g ‘:,.1&)25]?1 g-ﬂll;?UL_qﬂifMEl;rﬁq

E,JﬂLﬂ,_li’lj;dJLﬂ.Jﬁ-j! Gb oo A Jgiogll e 35030

iyl Sl Il el Le gl 35S jaSliasnll musgs
o S0 el agoma (4555 15 A

Gl A lad
2 ACT BANK

Adlad! opalll mliles e Al SIS AL o dalpe

AL pind o Clyypailc e Jalato sl

il &) A g 80 syl Wy s
Ll B AU Ee Capay las

EEN P MON A LU TRER BNE S - N e [ F e

( .l#LLl!:n]ul:.?Jj)ﬂI?”_EHﬂéj]m_ )/ O ool ol Baeliall 55 e 35k 5 ad Fute sl

...-
..'.'.‘I L]
e, *.°

o Alaa Y dasl g Il e Jla 115 S
280 Lle i PRIyt QTP [PELIVNY
RETPE TN ES UV D TN = JORPRPR.L

pil 1l ajlig
Mingstry of Education

SINRY

2053 - 1445




g19l) dadd)! Ciomom 9 dadin)| i Olend

Denial-of-Service (DoS) and Distributed Denial-of-Service (DDoS) Attacks

e e e it oot et . I e e

& Y
=

o agma e Jlha11.6 )<
E'-';'-:":*-f'ld-;‘:'*-"-.‘ E_-'jl'l PR | |
(DDoS botnet) clis

cilama » (DDOS) 388! aeusntl iz g (DOS) dousdl i cilema
areall e Jasidaz s bl d}ﬂ?ibﬁ“le‘le!uk Sealiad A0 i
Caung Sy daasdl Il Jguagl cre y1 L{ufmvi‘:_#ﬂwlwuuﬂ‘
as=s 2 el o (Availability) ;31501 e agza il cilazgll (pagaill 1 0a
@i Lai S A B2 Y aa g Slga ol enls aluziul (DOS) dsusnd)
3o 2l Ao Lgl 33ua%a 3 g | aluzinl(DDOS) £o9ll Aol | i 520 2
SLdall e degiie Ao garma alumiuh cilexgll oda J0a0 (Saigiualycdg 2
il B yomy A8 G121 gl psls G llall (e 3 50 eibeaS Pl < e
iyl : e Ragd g Bl g ilazmgll 0240 13S0 oo (Sad LaS (3 30aa y3licaa (ye
g Aylans clcaaaall (S Ay Loeitl cnalibanll JulaaSy cBagll culauidl Jui s
JLuid ) adS detaily Aplasd) Olhar cadsg IS e wilazg!l ola i
Gl a0y 93 OlSed aluxiuly ((Intrusion Detection Systems - IDSs)
a3lga yue bl S ja o393 ( Content Distribution Networks - CDNs)
cilema 5313112020 ale 2 (COVID-19) 19 b 58 dnila sl 139 53100
GBugin oo dmall Ale Il siliiige 4 (DDOS) ¢598 ) dsusnd | Cooma
cleasd! Jdaai 2 il as dmalldle u_qla.aj.;,!_}wlm_qm1
dasenebilaiS s | et glanl duulyelang sl dupatipge. digasl
Iyl I 61 Las < (Terabits per second - Thps) aalat 2 ool padt el

Lgddess Anigieall Aalasyl

SAL daby dona pd! o guadd | (yao
SQL Injections

3aclsd ol , 230 SQL AL e 3l ol oy o il s Jan s
e @l usis Slas ol 4 phall jud Jyaoslh Cogll Gabss bl
2.5 )l Buzea s culaudad JLasl PO e bl aludll Sag il
Jaosll Caug clldg . Joi ol &Mcﬂ-u s gl a9 Jo] Jaas
e e g 3l5e cilam gl 00gd 39S O (S LaS (il e 3 )
Sang il 3 eld e o o sl ol A ubies) kLot 33, L
daal I 50 SAL Logal (s cilazma (e Lgwdh Lilen ciliuufall
alaxiuly  (Secure Coding) (pma¥t juws ,id1 Sl slas Joadl

(Web Application Firewalls - WAFS ) cugd Slacdas doles Ol i a R (
posaill (i agma Alial (e Loyl 5 55 Ll bl | 38 o CBLEISY I_ : 73
-.L._,‘al .;:J_Uu'r.....l.an.Lu: 2019 ale &us L SQL 4al dma ! S Ll G

. !:-ﬂ-‘ ,_;jl t:-” 49,11 55 Lenll (Magento) giidle allai2 |

alily ,_;5_.,_.31!_, inexlgall (Adobe Commerce) (yu yue 58
qu:nft'}“ clBllay Silaglang daz Ll ¢ Yaall

|—1|| - I||EIJ|JE]
kA stry of Education
,ﬂ:'.r].-}j ‘|J'rlﬂ"| E



Man-in-the-Middle (MitM) Attacks dacwgl! Olesmad
Cr ple s W LWl fq;..Lg_U L'gqu_.g_)m M‘HHLML,_& [MItM:I daci gl Slosa

hLﬁJl_LL....._,Jl | sielg o8 plall g Jea Il ijuhj.m:hdhm}wjlm 8 S
Pl.u.-....algqu:_-.g.Jlau J__m.uuS.q.w_g;LaJ:.._.uﬁd_\L.u)ﬂ el i PLg.qHC_q_-.a:\ Loa LtL_-.! qu.:LE:
A Al Slaglae pg5h gl - (Packet Sniffing) Gl ajo dalaul ! 5e A alise o s |
#..Lh[_.,_t:-:_a_'u_;.uu‘l',s.d: (IP) oo ;oo I a8 939 0 ()l gie Jleiil I3 e (IP Spoofing) =~
LS AW o Malel 1 2 e M 1 4 Biwliamd! Slaglall 33 4w Jho ey cdlse clazgll L g @
Jﬁa...nwMlumflmumjnum#mmmwm# el | A
(VPN )aess) 5o W1 dolind) aSieidty (HTTPS) (pa ¥ uadill aidt S35 J5S 5392 AL A
2 (ypen Ll Jiiwl . alall 281501 (Wi-Fi) gugmjumﬁlmwujmlﬁﬂ i e
..Tu.n_..u_gfnj_'uu-_g.tTmLLnJ| 13_15;.44_3 [ZDUI"I"'I pjymhfwiwlaﬁ ZDZDPL: .“I‘a!:’r
a_iquh.qu.ﬂd.}C)-.al!J_..ch_@‘ng |3.As.q.qu5 Lgal.cq..._..a.ulljj_uJ.nnllJ_iLLE.aL_,_ﬂ J_uﬂ_g TN
Lo JBe 1.8 K

d__._H_U .._1L1L_|.‘|.ﬂ_5 I_]Lq.affl ..Ia.ln:- d.m T P I'MitM]hujj' e

Cross-Site Scripting (XSS) Attacks 291 .ell 5 plal| dome pd) Olema

g 0890 25l Luzma o ogua (i (XSS) adlgeld & pmladl dove jd fmlama 2 gl
JUn3l Gyl e el Al (Saly s g all gsimtl e Sl o ausiil] cilagles 33yl
(5 (ng LAl ALLB o cctum il o e gl g JLS3] i 2 A 0 gl
3 palalt dona putl ez gl (53S0 o) (S A ediall g o audill Jeldi o e Lalal o
gl pBge Syimes o Sl ) Aislius cilaglan 83 yuu: a3 S iBlge (XSS) pbilgall
A ial a3 byl 2al PO e cilazmgll o0 e L Aylan ciluuiall 0SS5
zal 5l (aLaxSY (Content Security Policies — CSPs) (s giamt! (ol Slwbiw ol il
ey gi}ﬂEHMl@ﬁifwzﬂlgfblgj%Mlf...s_éa“._..d NN SO B S e |
paganad Cyiomg V0l g + 5SS pgad) B € A6 1 6 Mae 3t Al iliaglan 22 ual (XSS)

_f-an'ﬂ'l?lﬁi Les e Mol ilaglas 8B yas wg) praew Las 28 1 80l Biols) gl Aomdin 2 5 )Lis Apmen o
gaull clalay cilaglaag cyagliatly elondl alln 2

(XS5) palgall
i 9 ALALE Sl Aol g Cilamg! |
Attacks by Advanced Persistent Threat (APT) &" i
d—fC).q.d.’.'J.q.EJj.uﬂj.U an_Ta.muLLm {ﬂPT) el g ll..LE:J.l.u..Lg.d'h_le ,I:I-J-:A-_u...u.'u i
lm_;.nqua-_gﬂa_Lﬁia_t_ﬂ-_n...u.n_mcﬁ_}bu!kmjuﬁLuElﬁaJLﬂLnlﬁH¢uw?Uagqu :
e Maatl culibes o) & <Al 3 SIL1 35, :Jina_ﬁﬁ.}___._:ﬂjg Lgl o o)l Sias LS ittt
Cro (APT) satiaad g oot gl clazea (e g Bylas cilancugall () Al

*—*"—431*-* a.l—-‘-*-ﬁj*—")—ml 5 13lg cadl gl oyl ey Jal - al allnd 20 S35 | ==
Sus ¥ LSl 181 551 2015 ale 2 fpanlgll Jinul il gl olia e Sl g il agagall ) =
:}1{_&9%&:&#“@@@ Apalall s A puan S0l Eilaglall 33 il &bl calaiafid d___}dlw_
.J:.Jl'_;j H!LerHd1deJ_}ﬂ_m Boal ibaglal) de Jgummdl s 2 olni™ J5ls ol gl

% T 4 : agma e JEs:1.10 €5
Pl — il a)ljg 2l agagill cilagles Juladg Alald dgiel al yo A Awlllaalsdl  apTy g oBa g

hMirygstry of Education
-‘]-r]-'}j ‘|J'rlﬂ"| E




I_'I I

Zero-Day Exploits (¢ yawalt O paldt J)adu!

)

{
LQEL.E'..JS'!h}.&m|ﬂll;&n&]|£ﬁﬁd}ﬁl‘u1uch;_).&.haﬂn_nb.iiﬂl_]}LﬂuluLnlmM : C:J ':L\

y 2

;MFM!EMJUAUJJ#lU&J?MM+MLE¢J}E;MLQJLW E o= Lot
u}q_".:.Lall-l_d‘_l.ﬂ.lS.:'lLﬁﬂJLﬂ _5:4.4?1.1:.@1}).‘..:][[_31_-]?31 'ﬁ_laLnﬂJh-l_lLﬁjh.ﬁﬁ_)_ﬁan‘ T’hLb.l.U i :
IMaiil e lastl Again (aSGgiemliwn Bl Lo daagiiee mlema dainl ol p 380l o0 " Pﬂ:ijj
Ay LIk 15ald )l ISy ol pull auiiad A2y 500 52 LS 2 il lpill 1 | L
e lilandl o2n (ye Lgands plan colewcihal] 0Sa3 . Lgal i) @ oo Y1 Lgrmymens S Y
LS LeiSas o Aglamndl ol alaieialy e ol jopeyill cilasslas Judl 2an g 1%
2021 ale 2 (e Lol adimraal il ,380l o0 e JLiaS g0 ylanmg el il og il cilgl ol a1 3,401
LA asladt e ausdl (Microsoft) ciguwg Sule jlanl 2 3 el 3,4 T

Aaigiad | Aata¥ 3 ,5aY (Backdoors) s oigsl eoiat (Exchange Server)

6 il 2l 81 i

A
et

b L )

- ]

[ S 1

I ] 1

i 1

e b, i

r 3 1

3,.;.4_'3;’._-..3.'- _l.i._l_iii_._.L

-

o

il | =

ddalimall

e e 112 Ko
st AelE slema

+@_9):SJ}“ mU}L:}*‘;ETEJLh@ﬁLF}aE Crausl e Ta.j.EJ LJMEEJL&JlQU}&?!

Password Attacks yg ,i! delS Slama

sl . (Brute Force Attack) d.h).ailn_g.ali,law i Jie ol s ) AalS cilaza auxig
s Js9ls Lgid i wmuw SilelS tnazid (Phishing) g ,ast ¥ oualld !
cra e ol (YT & yoeil AT ol gl dl_In).a.U -ﬂ-j.nﬂuLmi:lJ:r_l_m.l-b_f_l:h dn_q.I:._a‘)Tl‘_,Jld_m?J_@.IJ
c_ﬂfﬂm dralll Slema ausiads. w1wlﬁip1ﬁﬁmujﬂmw
L,Lus_u wﬂmu‘Jaﬂ!uLﬁfuﬂﬂuﬂhuuaaﬂtlJﬂMLmﬂ‘ d il elaas
AalaiW g a3 o das L) il 8By 2 e B Blge 59kl il alS il amgd (35S
3153 59 re SlalS al il cilemg!! Al (e @gudl yles J—ﬂmuiujﬂﬁxu dagl
<34 . (Multi-Factor Authentication - MFA) (Jefgaltsauiaie a8aluall iadis 5 adnes
al33; . g35anl (Nafath) 3ad albad aluxmals ol She 3yl il Jl Ala sty 3amsly
als yall 393l ages 2012 ale 2 (130 Lgll auiinl .Ole¥l (e Bitlin| Lads e Syl
O Crne U Bl a s oy a1y a5 (LinkedIn) O st a0 & wlile a_s_:liu_ﬂ Ja—ogll

e dieiaad | g e cibalS

Malvertising 5 Lal SLGMe ¥

UMY LA ramy 13 .5 5L clyzma aﬂMIWM!wu 3 g Lol CBgy
Al @lS 5 201 Lgand ! dsan Il e (e l;_,_a.qullujs_,._._mum1
‘_,J.:.ﬂJLuajl;_mLm)_JlJJJ_ufn.uuLmd}L;luigiaJ:;uullmul J_;_vn-_a_& (Crmaaiall
L')S_A_y (il el 035 ol uwliusd) dilaglaa 33y Lé.ﬂ‘..b_ﬂ'_l_d.ulk.)s.ul_i_l_ﬁ'_\d-k-wlh.'h
liMe W gkl gl alasstaly 5 Lall cliSle ¥l s Hlasi (yo @il Bolen praaisioall

2023

-ﬂ‘JL;.ﬂj‘ L_'cL\jL:}“ LAY le n...i""’ du‘_L«n:r_U ,,_-;J.--.'EH L_].La':ﬂ :._v.lj._': lj. l-_'cL\H.E?!

1-"|-|E-

Ogmaeaill oyl JELY Joew e e 30 e lMe¥ e dadiall ile il oy i et
Ju it auia¥! (Angler) yaiisy s cdinul 5)lis clidle] gyl degant 2016 ale 2. = ;
:,..,_h.s_nLﬂd.;.ﬁh_a_@ (LOCKY) oS 83 s cluzma yo Jusammis alB oguin ome yo plaie e
® hl:ﬁLMj{HM\’UFkTImES}ruh-JJF}u 5y Lgd Las o599 all Cagll 234 i
e I”j_h;ll._\‘jn.ﬂ alaziul ‘_,m.b.:u_.....ll Aol e gl dalew 10sg . (BBC) aaliay ) ek

3 sladl LMY i jlas



Eavesdropping Cuailid|

TSI syl S5y e Al ) VLT g sl e ool e Wl g il
: Jie Aalises L ias alaseily ol o | g A ypall Jilaw I of (A uilgll clLISU
daud g adlge contill ()5S o (Sad A A e coaiill gl esbibudl a e dalatl
@il Blan creimiull (Satg Augas dalail 31 a5 ) ol dulis cilaglas 3yt fia
et | el JES T 55 93 g 0 5 e el o S0 wlid alasiwl coaill (s
e padl Lags LIAS g (VPN ) dud) )50 ¥ do st asead g« (HTTPS ) (e
2 & Le ol Atial (e Aaladl 2SLL U (WI-Fi) 510 (615 S aluzial
Sy VL S5 5 2 el 558 J3atuls san Lot al3 Latic 2020 ale
caudlghl U e comiill gdua il Bl )11 ol me | 2 1 gne ot g i WLoadWl lS 4 5
ol 5 2 A la gt o dbe LGl 389 paa clS a0 AiiaW 5 a8 lls o)yl s
a2l (e dslasml 690 duial s 3LH M ¥ LasYl

(A it | (o | AUB a9 Ok W1 O Momas 3518 ALLAS

Security Information and Event Management (SIEM) System

L DU Lusmay ilgal g o (SIEM) 31y aall p a1 481 0 g ol 31O Mo 312 alla
o agd o Lgd 4 5eall Byl W 5 A0 el il e gl ailunugs CalEnST e ol 2l g el i3l
d_a¥l &l gt namdt eslaodantl +1|=.=13;'-.Jlj;m1 3 g1 fie daliza joliaa e llud! s
Slu ¥l BLaxsY e lilaa¥l 18301 I @laill culuedlg alazialy @lild) Julss @iy dlainl|

kel Jaug a9 Al juads 0B A daled¥Wly liladl Jdsdy cdalas¥l (ggtina Sle clill 5, A1

il pva
allairi

...-
08, " +" 000
li._"_'.".il

:'_".'.I el ¥ | C'JIJE]
hA siry of Education

2073 - 1445

2 ylal allad pUa:..n:.::L‘é._n.L bisa Jaad) Sllass
NP (I, Y PRV ASadd ) 3jg g
e adley |

o | ] | i

(SIEM) L\ psead] e ¥ 881 jun g &l o W1 3homan 35000 s 203 :1.15 8



PxBUEPRVIF-x PR (PUUPR (V) (N ST EVINENE

Cybersecurity Risk Identification, Mitigation, and Management
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Network Monitoring and Packet Sniffing
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Monitoring a Network with Wireshark &)L 1 g at sl AT A8 e

.(Wireshark) < La a1 asiill Jlea Agaly Hle NI o yati,

DL pil g ATl ASLET) A3

© . (2Ll wlsiail) Available Networks a3l o pels clhls pul g Bualas plsl <
© . (L) Capture ol Lle darisl <

© Lol e 5 3 B e dais!  (Lolzu¥1) Capture 3236k e <

O .(-u)5tart 5 e dail <
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Ml The Wireshark Network Analyzer u - | 4

File Edit WView ©Go Capture Analyze Statistics Telephony Wireless Tools Help
AR 2@ MR EBERacEF IiEEQQaB

apply & dieplay fter | <Cirl-'> | o
I_.]"-I-" P ]

Capture
. LISING g filbar: [. ]E'lt‘l & caplure filker "] _H_i'@q'_h:_ﬁ_sl;ugq",

r:m’ Local Area Connection®™ 8
Local Area Connection™ 7

Ethermet o R e v
Local Area Connection® &

Adapter for loopback traffic capture | W .

o o0 2SN clga
--::'. ‘:Eeirﬂ 5 )

.
.‘..*_'."Mﬁlﬂe'mh'w:ndm'm-uun:
. You are running Wireshark 3, 2.1 (v3. 2, 1-0-gbf38867724d0).
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File Edit View Go Capture Analyze 3Statistics lelephony Wireless Tools Help

Adn 20 DRERes==TFTiEE aaas

. Thi Wirgshark Metwork .lfma.l:r':':r CAR O o

[N [oply a display fiter ... <Ctri-/>

Ml Wireshark . Capture Interfaces

Input  Output  OpSians

Interface Traffic Link-layer Header Promi Snaplen (8)  Buffer (MB)  Monitor Mode  Capture Filter
Lecal Area Connection” 8 B e Ethernet B default 2 -
Lecal Ares Connection” 7 Ethernst B default 2 — not port 3388
» @___OJM Ethernet F defautt 2 - not pert 3388
Local Area Connection” 6 Ethernet B default 2 - not port 3380
Adapter for loopback traffic capture L BSD loopback default 2 - not pert 3389

dalizeall pusagll 483 aie
. (Promiscuous Mode)

Learn
User's Guide - Wiki - Questions and Answers - Mailing Lists
You are running Wireshark 3.2, 1 (v1.2. 1-0-gbfa8a8 7724d0).

7 Mo nterfaces sekected No Padets

ing from Ethemet (not port 3385)
| View Go Capture Analyze Sttistics Telephony Wirdess Took Help

— =
imge BREResgZFESEEaaal = e
W 2poly » display fiter _ <cuif> B -]+
Yo Time Source Destration Frntnml Length Info A
97 7.484476 199.8.8.56 199.8.8.255 92 MName query NB WPAD<BE>
98 7.451849 199.8.8.56 199.8.8. 255 92 Name gquery NB WPAD<BE>
99 7.452177 199.8.8.56 224.0.0.251 mus 70 Standard query @x8000 A wpad.local, “QM" question
188 7.452333 fedd: :6045:6973:658. ffe2::fb MDHS 98 Standard query @x@800 A wpad.local, "QM" gquestion
101 7.452815 feBo: :6d45:6973:658.. Ffo2::1:3 LLMNR 84 standard query @x9bes A wpad
182 7.451946 199.8.8.56 224.98.8.252 LLMNR &4 Standard query 8x9beB A wpad j
183 7.630237 155.8.8.37 159.8.8. 255 DB-L5P. 188 Dropbox LAN sync Discovery Protocol o
* Frame 1: 84 bytes on wire (672 bits), 84 bytes captured (672 bits) on interface \Device\NPF {28213041-4EDB-41EC-9AMS-AZTDMOEIAZFAY, id @
» Ethernet II, Src: Dell 98:d5:48 (b3:ca:3a:98:d5:4@), Dst: IPvemcast_81:00:03 (33:33:00:01:80:83)
¥ Internet Protocol Version 6, Src: fed@::6d45:6973:6586:2a21, Dst: ff@2::1:3
¥ User Datagras Protocol, Src Port: 500897, D3t Port: 5355
¥ Link-local Multicast Mame Resolution [query)
BEE8 33 33 00 81 od 83 b8 ca 3a 98 d5 48 86 dd 68 Ba $33-- :~-§--‘
BEld 33 34 09 le 11 01 fe 50 00 0 0D 00 00 00 6d 45 P4 --cc ceecn *mE
BE2E 69 73 65 B6 2a 21 FF @2 00 00 60 00 00 00 00 08  fse-*l-- coeoann
BA30 00 0B 06 061 8B 83 c3 bl 14 eb B0 le b3 94 36 bd - o ceeees 6
BO40 00 OB Db D1 b 00 00 00 00 b B4 TT TE 61 64 BB 0 - -ceeer e wpad-
8@ a1 o |l
i % . - L L ot
€04, " + 000
ee, *, "a s W
il 7 Etherit: <lve caphure in progress> || Pmckets: 103 - Displayed: 103 {100.0%) || Profie: Defadt

whls uly alannul ALl 4l a1 2.9 K4
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Analyzing the Wireshark Output &3 L& sl 9 Sl p3ve Jodond
Zalisee oolong) B 2 Anaceie B! e SBll o s (335 Jo liladl (e 2S00 5La ol 30! lonca 50 s
a1y . (Packet Details Pane) dajad! Jouolai 4>ty (Packet List Pane) dsjo | 2aild d gd 1 a9
.(Packet Byte Pane) e ot Silbila

The Packet List Pane da o)1 4eil3 4 ot

dalantWl al oy 2la L_,;ljijhwuig ;LgJL.....JLJ Lo pandl adliwl cdg I eyl _"as.q.c_;__t..ia :(Time) =8 g1
tealls Lol P Glgie ) saall sgac yude :(Source) Huuall

gl IP Glgie gl sgee puds :( Destination ) aga gJ!

i) JLai¥l 5853958 M JsS 5591 35ee ey : (Protocol) JsS s3g mal

Aajadl sl N Jslall 35ae yady < (Length) Jskat!

v pond Ja Audlin| claglas Haliell 3geall (pounls : (Info) Sila glat!

Time Source Destination Protocol Length Info
(cagll) (Hanall) (dg=3l) (JsSsiaradl) (Jslatl) (cilaglesll)
J
o — : — : )
Ml “Ethernet - O 4
File Edit VYies| Go ure Analyze Statistics [felephony Wireless Thols Hdlp
dAm @ R ]Re=sE == 0 Q e
rl Apply a display fiter . <Chid> g |+
Time Source Destination Protocol  Length Info » F o
19 ©.454862 199.0.0.154 199.0.0.45 T 973 3389 - 56890 Len=031 ' |
20 ©.595584 199.9.0.42 239,255.255,250 SSDP 216 M-SEARCH * HTTP/1.1
21 8.607092 199.9.0.46 199.9.0.154 uDP 60 56890 - 3389 Lenwll
23 9.720223 199.0.0.154 199.0.0.45 UDP 1210 3389 + 56898 Len=1177 |
25 ©.738110 199.9.0.154 40.69.222.109 TCP S4 57103 » 443 [ACK] Seq=2 Ack=2 Win=1026 Len=g —
26 ©.744110 199.9.0.46 199.9.0.154 TLSvl.2 97 Application Data
27 @.751879 199.0.0.46 199.0.0.154 TLSv1.2 97 Application Data )
28 8.751950 199.0.0.154 199.0.0.46 TCP 54 3389 = 50320 [ACK] Packet List Pane
29 9.7684563 195.8.8.46 199.8.8.154 TLSw1.2 184 Application Data R e —
30 0.773324 199.0.0.154 199.0.8.46 woP 1282 3389 - 56890 Len=1248 (“-“F‘Jl il dagl) =
31 @.773367 199.9.0.154 199.9.0.45 P 1279 3389 + 56898 Len=1237 |1 =
>
Frame 24: 60 bytes on wire (488 bits), 60 bytes captured (488 bits) on interface \Device\NPF_{28219D41-AEDB-41EC-OA3B-A27DOBESAZFA}, id @
Ethernet II, Src: Veware 55:6T:07 (0Q:0c:20:55:6T:07), Dst: Dell_9c:ieS:ic3 (F8:bl:56:9cie5:ic3)
Internet Protocol Version 4, Src: 40.69.222.109, Dst: 199.9.08.154
Packet Details Pane
I::Lq-",_ﬂdi N I_._...:“ Las 3;-_31}
2055 6f @708 Q@ L @@ - V--- - JUo &
Od 46 28 45 de 6d c7 B0 - (:ef-e F(Em-
€6 7e 68 18 fa ab S8 11 - ---od ndoooP
o2 0o o0 20 VU 0o
Packet Byte Pane
(e joedl clily 2 g)
wirgshark_Etharnet_20200124090408_a 10928, peapng || Packets: 7197 - Displayed: 7197 (100.0%) - Dropped: 0 (0.0%) || Profile: Default

pul il ajljg ASh! Al e il e 12,10 St
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The Packet Details Pane da )t Jolad a5t

* Frame 24: 6@ bytes on wire (480 bits), 60 bytes coptured (480 bits) on interface Device\WPF _{2B219041-4EDB-41EC-DAZB-AZTDOBEZAZFAY, id @
» Ethernet II, S5rc: VMware 55:67:07 (00:0c:29:55:67:87), Dst: Dell 9c:eS:c3 (f8:bl1:56:9c:e5:c3)
% Internet Protocol Version 4, Src: 48.69.222.189, Dst: 199.8.8.154
e18d .... = Version: 4
«+a+ @181 = Header Length: 20 bytes (5)
¥ pifferentisted Services Fleld: ex@® (DSCP: C58; ECM: Mot-ECT)
Total Length: 49
Identification: @x3a3d (14503)
» Flags: @xd29@, Don't fragment
.8 BE2E 2088 P8R8 = Fragment offset: @
Time to live: 181
Protocol: TCP (&)
Header checksum: @x@d4é [validation disabled]
[Header checksum status: Unverified]
Source: 408.69.232.1849
Destination: 199.8.8.154

Laed) holds dagd 12,11 s

bl o Azl LSLEN 42 43

ajll Jpo duiing

> Frame 24: 60 bytes on wi
* > Ethernet II, Src: VMware_
v Internet Protocol Versio:

Al Aloaiadl AaSLall o paS \
Lol 03 il 381 Slaglas J

The Packet Byte Pane de j)1 Slilo Ao ot
.(Hexadecimal) (g ot s tosadt Gzt Ly G scmd] da 3l il (Packet Byte) ae joudt Gl dagl Gauiin o pa

0002 f3 bl 36 oc eS¢ RRIIEL 55 cfev et oo 4500 v [ -2

G010 00 28 3a 3d 40 00 65 06 ©d 46 28 45 de 6d cT 0@ - (:=f-&- F(Em

2020 00 9a @1 bb of ©F fa 64 6 7e G2 18 fa ab S0 11 .- d -»f P

8020 03 fe d7 1500 OO QO 00 OO QO OO O 0000 ccececo e

() 7 wireshark_Ethernet_20200124090408 _a 10928.pcapng || Packets: 7197 - Displayed: 7197 (100.0%) - Dropped: 0 (0.0%) || Profile: Default -

Za jendl bl Byt 12,12

PPREP Li....aj J:.51:'~.«\..:H.:1._;,_r-.j,.. u&:g_,_:..m‘_,_m_umj.......:.;th da pmt | SULe G o (Wireshark ) ot ls o1y o s
°e :-IE_;'II wwwmuleMHLﬁM PH:J”_L&qu.uhhunndL.mllgi:ﬂ_}ﬂFubLhdJﬂ#b.ﬂJ
'Bﬂﬂlﬂhﬁﬂ n....u.u...u.'fby..w-.;mt_uu lﬁﬁﬂubwd.d:ujuaﬂlnﬂwmﬁﬁym (A-F30-9) 24,014

d.a.'l...E-.l! d........-Lu.u‘:"1._rLr.=.ul|j d.q.h.l‘hq)_...:ﬂjﬁu.l L&LJ_-u_iuhL..JIMJLd.qJEMLM oolS ) palas g SW gS gig pu &
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Analyzing a Wireshark Scan &I jLd a1 9 pasd Jdoo
E {q_iLd.lL.u L&_‘g'q}_ﬂu fpu.a_'!réa_il_llq.cu_ddi.-_..aﬂ ubLuLgﬁJJhLi:uln_lJLuJ_ﬂjﬁnlmluS.u
- ,_LI n_LiS.q.t__g Mlﬁﬂwﬁuﬁjﬁﬁhﬂmwﬂﬁmm nga.aa-
I sl 531 ya calt) 1 0a

https://bl-xtrransfer.s3.amazonaws.com/KSA/G12/CYB/U2/L2/Scan_results.pcapng

hark MNetwork Ana . & . -
loq i ted gl il y'cale pei
File View Go Capture Analyze Statisti

] -

Open Recent y — o{crnﬁ} Open _;Lv_nzn-.:,lcu_lr:-,s,-,ah{a_nlg}FHE L_-J__g.uuﬂ.ﬂuﬂ <
|MH?E"1; e cale yisl . (Lolayl Cals m3a) Open Capture File 33ab ¢ye <
mpart from Hex Dump... =
e e (2] [E.I.:..dl =3} Scan_results.pcapng
Save CtrlS - (3] (z=2) Open Sle Laissl <
Save As... Ctrl+Shift+5 PP o
= | O i Al clbld! 3 o 2818 213 yamdll Cle agiu <
in" |

Export Specified Packets...
Export Packet Dissections LA L Ml Wireshark . Open Capture File %
Export Packet Bytes... CtrleShifteX |1 [ — Y] @ # i @
Export PDUs to File... e o
Export TLS Session Keys... m*
Export Objects b o

1
Print... Cirl+P Desitep
Chuit Cirl+Q ” :

h— B )

B Al ot
» o
This PC
Readfiter: | Forar Ve poang
W B % 9048 KB, 14347 ot reconds
Netwark Start / slapted: 202003403 142221 / 00023
M 5can_resultspeapng - | 4

File Edit View Go Capture Anslyze Statistics Telephony Wireless Tools Help

dm @ ERE Qe fF i = QaQqf

m'a'a-:!lsﬂ:.f filber ... <Chrl-f> ol - o
o, Time Souros Destinakon Protocol  Length Info b
- 1 ©.000000 199.0.0.45 199.8.0.154 TLSv1.2 o7 Application Data
2 B, 2oae7s 199.8.08.154 195.8.8.46 TCH 54 3389 » 51549 [ACK] Seqe=l Ack=44 Win=63845 Len=8
3 B.885153 1599.8.8.154 195%.8.8.45 TLSw1.2 186 Application Data
4 8.816836 199.8.8.45 199.0.8.154 TLSv1.2 184 Application Data
5 R.832825 199.8.8.45 192.9.8.154 TLSv1.2 184 Application Data
6 @.832186 199.8.0.154 19%.8.8.46 TCP 54 3389 » 51549 [ACK] Seq=143 Ack=144 Win=&63746 Len=9 e
7 B.848186 199.8.8.46 195.8.8.154 TLSwv1.2 184 Application Data [ |
& B.864814 159.8.8.46 195%.8.8.154 TLSw1.2 184 Application Data
9 B.B648E8 199.8.8.154 199.9.8.45 TCP 54 3389 -+ 51549 [ACK] Seq=143 Ack=244 Win=£63646 Len=9@
18 @.080007 199.8.0.48 199.9.9.154 TLSv1.2 pl=t ﬂppli:ltim Data
4 >
> Frame 1: 97 bytes on wire (776 bits), 97 bytes captured (776 bits) on interface ‘Device\NPF_{28219041-4EDB-41EC-9A30-A27D90E3A2FA), id 6
» Ethernet II, Src: Dell _89:6m:2fF (Sciec:abi89:6m:2f), Dst: Dell 9Sc:eSic3 (TB:bl:56:9cieSic3)
» Internet Protocol Version 4, Src: 199.9.8.45, Det: 199.0.0.1%4
*> Transmission Control Protocel, Src Port: 51545, Dst Port: 3389, Seq: 1, Ack: 1, Len: 43
> Transport Layer Security
®8e, 750155 x@PPocec sbo6a2fOBEEA500 V.. K/ E
--:-‘F %a,53,07 fcgeme@E0 06 53 0 c7T 0@ 00 20 7 Q0 S B - 5.
* o H?ac!;d.ﬂdniﬁbf fa 49 c7 34 81 @3 745018 -] w- I-4- -tP
""*'EB'HHEEHEBI?H 83 28 26 09 20 20 09 28 B LEEEERE! LEERE
@342 0@ 37 22 34 SF 8b 48 6Ff d9 S4 fd 43 c6 e2 53 a6 -7"4_'Ho 'TC S
| Iw.: e aB 45 0@ ce 97 ff 3c 4d Be 21 d6 dB 6b 98 34 A~E----f M-l k'@
Ll illee) lpg {
M ':'|=:;l.-| Fducation J;Lqﬂ'ghﬁldfn.ﬂzlab'ﬁﬂl
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M?HU‘EMU@' ll_d_Lﬂui alaa Sla ILUS'_q;j .u..:_'lr.ﬁjléh.\t_,..‘a_}.u“?_ﬂl a_a)_:-.ﬂ Lﬁﬁhﬁ]%{:};i
538,00 aolsnlly (Manll) et 3320 o cdaol o

‘ Scan_results.pcapng = (| b
File Edi# W) Go  Capture  Analyze Statistics  Telephon Wireless Tools Help
LN * BB R ‘**%W-"M Jﬁ.ﬁ.ﬁ..ﬁ.
| & -.radmia-.- ﬁll:r.-r , <Cir-f> | 4%
Ma. Time Source Destnabon Protocol  Length Info -
1 0. 000088 1959.09.08.45 !39 B B 15-.- TLSw1. 2 97 ll.pp]itltiﬂl'l |.'l-l'|:|l |
L'H B 'E -II-E 1.2 !IH h.pp]i-l:lti-nl'l [Ilt.l i i
4 B8.816836 199.8.8.45 199.8.8.154 TLSw1.2 1ga application Data
5 B.832826 199.8.8.45 199.8.8.154 TLSw1.2 14 application Data
& B.832186 199.8.8.154 190.8.0.48 TCP 54 3380 -+ 51540 [ACK] Seq=143 Ack=144 Win=83746 Len=0 |
s bl 100 a o 4R 190 & & 184 TiGl 2 184 Annliratinn Nats EU

£ R e e e R TR T R R e e 3

Frame 2: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface ‘\Device\NPF_{28219D41-4EDE-41EC-IAIB-AZTDOBEIAIFAL, id @
Ethernet II, Src: Dell Sc:eS5:c3 (fB:bl:56:9c:e5:c3), Dst: Dell B9:6a:2f (Bc:ec:4b:B9:6a:2f)
Internet Protocol Version 4, Src: 199.08.08.154, Dst: 199.0.98.45
Transmission Control Protocol, 5rc Port: 3389, Dst Port: 51549, Seq: 1, Ack: 44, Len: 8
Source Port: 3385
Destination Port: 51549
[5tream index: @]
[TCP Segment Len: @]
Sequence numsber: 1 (relative sequence number)
Sequence number (rew): BERETE2ED
[Mext sequence number: 1 (relative sequence number)]
Acknowledgment number: 44 (relative ack number)
Acknowledgment number (raw): 3228851186
2181 .... = Header Length: 28 bytes ([5)
» Flags: ex@l® (ACK)
Window size value: 63846
[Calculated window size: 63846)
[Windew size scaling factor: -1 (unknown)]
Checksum: BxBesd [unverified]
[Checksum Status: Unverified]
Urgent pointer: @
¥ [5EQ/ACK analysis]
¥ [Timestamps]
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Ga 2f f8 bl 56 9c e5 c3 08 0@ 45 00 K:§fz» ¥-----E
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BE2e o8 2e Bd 3d c9 Sd 34 81 @3 V4 bf fa 49 f2 5010 .-=-]4 -£--I:P:
Baze 9 66 Be 23 00 00 fan e
| © 7 scan_resuts.pcapng || Padeets: 14387 - Displayed: 14387 (100.0%) | Profie: Default
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Lajod) Lol 3a gl Al cla ) 22,14 K5

01 J 55959 0 ylsic . 199.0.0. 154{50urceIP)J.1.«.=...u 5o F I 58 959 m Ol g 0995002 @B A jmdl 2
(TCF-‘) ,_j.z:ah.;.sa.amjsyi,..flmb MPMIJLG;LLL«JJJJQE 0.0.46 ( Destination IP} 2.5.-5-3.0
[L,al:dtm}q.ﬂ_mﬁﬂm51549 aailly . {Lj_.,)llm]_;.lmﬂmai’pﬂg J-ﬁ-ul*,...;:d....,_)lbual:-ﬂ

Mo. Time
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{Suurce IF'] seaall 0 TN J 98 gi 0 m olaie o) Alas Mo w4 10214 @B Ayl af gl n
2lagles ~ 22535.199.0.0.154 4 a (Destination IP) g pll 3, Y Y J,syﬂ_.,_,tj_ﬁj.l?z 217.23.99
e Las 180 50 2aill 03 (TCP) Jaaly S 355 83 550 5 Siiecd ] J L ¥1 5539 O Ll e 5
ub..u.; g d a3 1"':"-'”—"""“ 'I-.J" 1:-.-—’-':‘ laa, +{HTTP] g.:.n.ﬁfﬁl - vi L - v S e 4.:J_'l.ﬂ-_u_..u.ﬂ L'r”.

JB33 (pa by La o L35 iny Las  (GOOBlE) JB58 tumy o yme Amiior (10 172.217.23.99 53] sS85 9
M Scan_results.peapng - O X

File Edit View Go Capture Analyze Statistics Telephony Wireless Tooks Help
Adm 8 DRE QesEZT LS Eaaand

ad j fitber ., <Cirl-f= +

Mo, Tirme Sounoe Destination Protocol  Length Info *
i 18211 23.253843 199.8.8.154 172.217.16.161 TCP 54 S1773 =+ 443 [ACK] Seq=775 Ack=7213 Win=262144 Len=0
i 18212 23,253149 199.8.8.154 172.217.16.161 TLSv1.2 188 Application Data
E 18213 23,257487 199.8.8,154 216.58,.206.14 TLEw1.2 147 Client Key Exchange, Change Cipher Spec; Encrypted Handsha

18214 23.289741 172.217.23.99 im*l*l.:l.ﬂ |:Tf|" 66 BB = 51799 [5YM, ACK] Seq=8 Ack=1l Win=68728 Len=@ M55=13E8

128215 23,.269831 199.9.8.15%4 172.217.23.99 TCP 54 51708 - B [ACK] Sege=l Ack=l Win=262144 Len=8

18216 23,.269944 199.8.8.15%4 172.217.23.8%9 HTTP 291 GET fﬂiMJHFWﬂlwwij]ﬂ!m#_
I 1_‘111 M ﬁllﬂﬂﬂ_. RE-1-1 -ﬂ a 184 1"?- an ‘.ﬂ. B E1% .ﬁnn"'lr:‘l-lm ﬂ:‘l-- |
€ >

Frame 18214: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface \Device\NPF_{28219D41-4EDB-41EC-9A3B-A2TD9@EIAZFA}, id &
Ethernet II, Src: Viware 55:6T:87 (8@:8c:29:55:6T:87), Dst: Dell 9c:e5:c3 (T8:bl:56:9c:e5:c3)
Internet Protocol Version 4, Sec: 172.217.23.99, Dst: 199.8.8.154
Transmission Control Protocol, Src Port: 89, Dst Port: 51799, Seq: @, Ack: 1, Len: @
Source Port: B8O
Destination Port: 51799
[Stream index: 14@8]
[TCP Segment Len: 8]
Sequence number: @ (relative sequence nusber)
Sequence number (raw): 2986453884
[Mext sequence number: 1 {relative sequence number)]
Acknowledgment number: 1 {relative ack number)
Acknowledgment number (raw): 1875259194
180@ .... = Header Length: 32 bytes (B)

£ W W W

Window size wvalue: 68720

[Calculated window size: 68728]

Checksum: @x1f13 [unverified]

[Checksum S5tatus: Unverified]

Urgent polinter: B
¥ Options: (12 bytes), Maximum segment size;, No-Operstion (NOP);, Mo-Operation (NOP), SACK permitted; No-Operstion [NOP); Window scale
¥ [SEQSACK analysis)
b [Timestamps]

o8 f8 bl 56 9c &5 c3 @B 8¢ 29 55 & @7 8 @0 45 @9 'H’]UGE #
2818 988 34 9b 99 B2 B8 75 86 1e 5S4 ac d9 17 B3 7 88 dhreroge 2 Treng
BE20 0 9o OB 50 ca 4e b2 21 bb 94 &Ff cé 2T 3a B0 12 P-M-: «-@-f
2238 ed 38 1F 13 PR 8@ @82 84 85 64 81 81 B4 82 91 83 Brovenn ages
L

O 7  scan_results.pcapng || Packets: 14387 - Displayed: 14387 (100.0%) || Profie; Defadt
No. Time Source Destination Protocol Length Info

18211 23.253843 199.6.0.154 172.217.16.161 TCP 54 51773 -+ 443 [ACK] Seq=775 Ack=7213 Wi

10212 23.253149 199.0.0.154  172.217.16.161 TLSv1.2 100 Application Data
10213 23.257487 199.06.0.154 216.58.286.14 TLSv1l.2 147 Client Key Exchange, Change Cipher Sp

i Bt Bt it ol b

18214 23.269741 |172.217.23.99| 199.8.0.154 TCP 66|88 |> 51790 [SYN, ACK] Seq=0 Ack=1 Hiq!
10215 23,269831 199.0.9.154 172.217.23.99 TCP 54 5179@¢ +» 8@ [ACK] Seq=1 Ack=1 Win=2621
18216 23.269944 199.0.9.154 172.217.23.99 HTTP 291 GET /gtslol/MFIwWUDBOMEwwSJjAIBgUrDgMCG
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‘ Scan_results.poapng

File Edit View Go Caplure Analyze Stabistics Telephonmy WWireless Tools Hel
dn 7@ TREB Re=EF 4 = ﬁfiﬂLE
] |.-1:J|:|!-.- a display filter ... <Ctrl-f> gl L
No. Time Source Destnation Protocl  Length Info | |~
22 9.170888 199.9.8.154 199.0.0.46 TP 54 3389 + 51549 [ACK] Seq=2634 Ack=671 Win=63219 Len=B .
23 @.1750686 199.8.8.46 199.8.8.154 TLSwl. 2 97 Application Data
24 ©9.152883 155.8.8.46 199.0.8.154 TLSv1l.2 184 Application Data
25 8.192155 195.8.8.154 195.8.8.46 TCR 54 3389 = 51549 [ACK] 5Seq=2634 Ack=764 Win=63126 Len=B
26 8,.199961 190.8.8. 45 199.8.8.154 TLSW1. 2 97 Application Data |:
27 8.216814 199.8.8.46 199.8.8.154 TLSw1l.2 184 Application Data |
28 9.216886 199.8.8.154 19%.8.8.46 TCR 54 3385 - 51549 [ACK] Seq=2634 Ack=857 Hirvo Len=8
29 9.231972 199.8.98.46 199.9.8.154 TLSvl.: 184 Application Data
38 9.234913 HewlettP_al:38:ee Broadcast ARP &8 Who has 199.8.8.2037 Tell 199.9.9.32
31 8.248819 199.8.8.456 195.8.8.154 TLSw1.2 184 Application Data
32 8.248188 199.8.86.154 195.8.8.46 TCE 54 3389 » 51549 [ACK] S5eq=2634 Ack=957 Win=62933 Len=8
33 @.384802 199.8.8.456 199.8.8.154 TLSW1. 3 o7 Application Data
34 9.32e837 199.8.90.456 195.8.8.154 TL5¥l.2 &7 Application Data
35 8.328114 195.8.8.154 195.8.8.46 TCE 54 3388 » 51549 [A.EH'.] Seqe2f34 Ack=1843 Win=62847 Len=8 ; [ w
< >
» Frame 22: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) d| @000 Bc ec 4b 89 6a 2f fE bl 56 Sc eS cI @B 0O 45 008 - -K-§/ - V- -
> Ethernet II, Src: Dell 9c:eS:c3 (fB:b1:56:9c:e5:c3), Dst: Dell 89:6a:| °917 00 26 @4 e540 00 30 06 GB O@ cT RO @@ 92 c7 @@ (@ -
|' Internet Protocol Version 4, Src: 199.8.9.154, Dst: 199.9.8.46 s .
* Transmission Control Protocol, Src Port: 3389, Dst Port: 51549, Seq: ||
> < >

£
O ¥ Scan_results.peapng

| Packets: 14387 - Displayed: 14387 (100.0%) || Profie: Default
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AN Jleat DU 1o ey oS g9 30 Ol e aladeil Jatioel] Mlosiall (Sais

27 @.216814 199.6.06.46 199.6.6.154 TLSv1.i 184 Application Data
28 0.216886 199.0.08.154 199.0.08.46 TCP 54 3389 » 51549 [ACK] Seq=2634 Ack=857 W
29 0.231972 199.0.0.46 199.9.0.154 TLSvl.Z2 14 Application Data
30 9.234013 HewlettP_al:3@:ee Broadcast ARP 62 Who has IBB*B.B.EESF—'FEII 199.0.0.32
31 ©.243019 199.0.0.46 199.6.06.154 TLSvl.Z2 14 Application Data
32 ©.248100 199.8.8.154 199.8.8.46 TCP 54 3389 » 51549 [ACK] Seqp2634 Ack=957 W
33 ©.384892 199.0.0.46 199.90.0.154 TLSv1.: 97 Application Data
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Analyzing Data Flow with Expert Information
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M:fl A ST E iM! gura .J..:Lmau Lu (ogalua

: (Expert Information ) susyf) Oleglas jloe (Ladld

© . (.0 claglas) Expert Information s Lle daio! . ( Jul=) Analyze cugs dedle ya <
O il gl alla Alaslgs ogutll Lol le b yadll @i <

M Ethemet - (m] .4
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
A8 [ ® N Display Fiters... LE]
|i|-ﬁm,-ada:ia,-ﬁtc.- At Desplay Filter Macros... ::—." 7
Mo, Time Couroe Dﬁphyfih#ilpﬂiﬁﬂﬂm Length Tnto ma .y
16 0.417202 199.8 81 Stondard query @x000@ AAAA desktop-22jfbmé.local, "QM™ quest
A | l+S5hett=|
17 9.417646 199.0 LR, ORI . LMNR 75 Standard query @xBf29 A desktop-22jfbmé
18 ©.417909 199.8 Apply as Filter o 1T 75 Standard query @xat9d AAAA desktop-22jfbmé
19 9.418568 Dell_ Prepare a Filter (O T 68 Who has 199.8.9.567 Tell 199.8.8.175
20 9.429431 199.8@ c e Fe s [Lsvi.2 104 Application Data ‘
21 9.429507 199.8 P 54 3389 - 59329 [ACK] Seq=3B Ack=237 Win=62541 Len=9
22 9.431982 199.8 Enabled Protocols... CirieShift«E  JOP 391 3385 = 56890 Len=349
23 9.446664 199.8 . LSv1.2 184 Application Data
24 B.452240 199.@ Taanese. LSv1.2 104 Application Data
25 9.452313 199.8 Reload Lua Plugins Cri+Shift«L  pcp 54 3389 + 59329 [ACK] Seq=38 Ack=337 Win=64800 Len=8 v
L4 >
SCTP 3
> Frame 19: &8 bytes on wir Es} on interface \Device\NPE {28215041-4EDB-41EC-3A3B-A2TDSOEIAIFA}, id @
v Ethernet II, Src: Dell_d3 Follow Y least (FF:FFFEFFERIEF)
¢ Destination: Broadcast :
Show Packet Bytes... |+ Shift+0
» Sowrce: Dell d3:l2:22 ,L.;& £ r
Type: ARP [@x0806) r|| I |

Padding: BOAGAS000R0D00000
v Address Resclution Protocol (request)
Hardware type: Ethernet (1)

Protocol type: IPvE (SxBE00)

(2

Hardwsre o \Wireshark - Expert Information - Ethemet - 0 b
Protocal
Opcode: =
Sender Mg | everity Summary Group Protoc ™
sender IP | » Waming Previous segment(s) not captured (common at capture start) Sequence TCP
Target M4 | > Waming ACKed segment that wasn't captured (common at capture start) Sequence TP
Target IP | > 'Waming Connection reset (RST) Sequence TP
> Waming DMS query retransmission. Original request in frame 17 Pretocol LLMINF
m » Waming DNS query retransmission. Original request in frame 15 Protecol mDNS
saie g o9 of | v 1NN “Time To Live" = 255 for a packet sent to the Local Network Control Block (se RFC 3171)  Sequence 1Pl
BEZ20 00 00 BB 15 Standard query 0x0000 A desktop-22ifbmB.local, "OM" question Sequence IPvd
055 o0 00 o0 16 Standard query (x0000 AAAL desktop-22ifbmb.local, "OM™ question Sequence IPvd
116 Standard query 0x0000 A desktop-22jfbmB.local, “"OM" question Sequence 1P
n7 Standard query Ox0000 AlAA4 desktop-22jfbmé.local, "OM” guestion Sequence 1P
154 Standard query 0x0000 A desktop-22jfomB.local, "QM" question Sequence 1P
| 135 Standard query (0000 ASRA desktop-22jfbmé.local, "OM™ question Sequence [Pl
0 7 wireshark 186 Standard query (x0000 A desktop-22ifomb.local, “OM" question Sequence IPvd Profle: Default
./ 187 Standard query 0000 AAAL desktop-22ifbmE.local, "OM™ question Sequence IPvd i
57 Standard query (0000 A desktop-22jfomé.local, “QM" question Sequence IPvd
358 Standard query Ox0000 AlAA desktop-22ifbmb.local, "OM™ question Sequence 1P
473 Standard query Ox0000 ALAL desktop-22jfbmé.local, "OM™ question Sequence 1P -
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5,53) allai 3151 585 (DB Browser for SQLIte) ¥ 5 (! o (§3 piudiio o it
ALl il 36153 Jmadl il M Jpamsld 31531 218 alaiin] @hans el selsa

s dayl 1y diling (Browser DB) (s (63 minalin L35 liSay

Bl 5ay02.23 <5 https: / /download.sqlitebrowser.org /DB.Browser.for.SQLite-3.12.2-win64.msi
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Getting Started with DB Browser 3 ($3 zawie ae (Jaall ¢

(LogFiles) Jowudt tilate Lgseidg ag S paiaio Joeweilile fye Gl Al 2 Glile (pay dlediaiio dalil o yaf
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rdomundt ale (e g (0 (63 iualle il

(1] S o e {*-."-‘ g2 miwaia) DB Browser jLeaisl ui;iq.j:_;,.q Alaiis daiel <
© .(...clily 3213 z=s) Open Database... < (cals) File Lle Jais! <

"C.\ Users \ [username] \ AppData \ Local\ Google \ Chrome \ User Data \ Default" : ls.sl <
© ..l I;.u.-_m:. - Ja {?.}_-:mil @w!) [username] Ja= 2 5,285l jlia 2

O i adslan e (ol @ls) Al files (*) .l <
O . (=2) Open le daicsl @hicnllsgant] Joew cale Loy @ (wllsganll) History e daiial <

= DB Browser for S0Lite -
Fle | Edit View Tools Help

o New Database... Crl+h |Save Project s Attach Database 2 Close Database
Hew Inddemory Database
. Edit Database Cell
& Open Database... Cirl+0
& Open Database Read Only... Cri4Shit+0 | Mode: Text & E B >
i Attach Database... [
% Clase Database Chri+"4 MLLL
Write Changes Cirl+5
= Revert Changes
®ey e ® e®
°0, 'Mm.t e®® b
&8 , Emult & = s B @ L]
s Type of data curnently in cell: NULL
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& Choose a database file 4
= v i « AppData » Local » Google * Chrome » UserData » Default o v D £ Search Default
Organize *  Mew folder B @ @
Mame i Date modified Type Size e
# Quick access
AutchillStrikeDatabase 22572023 5:08 pp File folder
= Creative Cloud Files blob_storage 22/5/2023 5:08 pp File folder
@ OneDvive - Binary Logic SA BudgetDatabase 22/5/2023 5:08 pp File folder
Cache 13/5/2022 10:07 mp File folder
| ThisPC Code Cache 13/5/2022 10:07 mp File folder
¥ Network commerce_subscription_db 22/5/2023 5:08 pp File felder L
- coupeon_db 22/5/2023 5:08 pp File folder o
File mame: ~ | |SQOLite database files (*.db ".sql _
SQLite database files (".db * * sqghbed =,
/]
"2 Choose a database file X
L v «“ AppData » Local » Google » Chrome » UserData > Defoult » v O £ Search Default
Organize Mew folder e 1 O
MName Date modified Type Size -
# Quick access . : " "
EI heavy_ad_intervention_opt_out.db 13/5/2022 1007 mp Data Base File 16 KE
& Creative Cloud Files W] hﬂﬁ_ﬂ_illﬁﬂ,ﬂﬂ_ﬂﬂ.ﬁjwmﬂ 13/5/2022 10:07 mp DB-JOURMAL File OKE
| ] History 22/5/2023 5:33 pp File ZH2KB
& OneDrive - Binary Logic SA -y :
e [ Lock 13/5/2022 10:07 mp File 0KB
5 This PC L] oG 22/5/2023 508 py File 0KB
D LOG.old 22/5/ 2023 &7 up OLD File OKB
e Metwork & i !
. ] Legin Data 19/5/2023 11:49 m File 46 KB %
File name: | History v !”"e v|
Open Cancel

Jodl cala Jrasly o 5 puducaio i 12,24 1S5

"2 DB Browser for 5QLite - C:\Users\ch.tsalkakis\AppData\LocalGoogle\Chrome\User Data\Default\History
FRe Edit Vew Tools

g dade e dasll <

[iWrite Changes $RevertChonges | (iOpenProject  (EiSove

S VI S— Ei:.-m_} Browse Data
Table:| | duster_keywords 2 % % B S B 3B 4 & % [menayoun o,(am__....n
() duster_keywords o ore . ?
Eﬂ E;mﬁ Filter [Filter Filter (2] ‘M-’-““ul'f-“im| e daiol <

1 | dusters_and_visits 3 43.0500640869141 [collection/sports_teams I ETENESY ur:isj Peta e
3 [ |0 comert ammanors 3 34.9054565429687 /collection/sports Jada o yal (gl 3l
- jmm 4 100 9,urls Craslice
4 | dowmioads_shces 3 88
s | downloads_urd_chains 3 o4
6 j ::wd.mrd\.wm 3 77.1466293334961
7 | |0 sapment inege 4 100

:E: t{w o® :: 3 79.8472213745117

a8, & WII“H’J e h-ﬂ-a 3 T72.978645324707
10 (§us 3 74.6957931518555

I 'I'J-I-lé.j-lﬁ.ﬁ-m 3 77.2715072631836 /collection/countries
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Ogbaadl Jau .Ldu_,_m-_ll

& - c g & " ]
Olgie JS Jo> b3aea Junldi o953 0d 5 el 5oy a (URLS) o gl a;lgtl a8 ge Sladoms fpaglic Joaa S
o el | e S Sl Jlmtll Jlome 2 Lgisaal e 0B paig 3utae W 0is CadiSiudiun (ol Legd 43515 el URL

:(url) ..u-j..'[.‘l :Jl_g..ll a3 ge Soloms
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iluglal asasiy ) Sie JS i Laal Jsosll @3 Gl 3519d) ayasi 2 Jalendl 108 e Loy LS
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Table: || urls v B B % =) & 2 (3 4 @& % Fjrer in any column
B id u;i | ﬁﬂe [ wﬁ::_cnunt " Iast_;siLtime
Filter Filter Filter Filter
1 1 https://www.google.com/search?... ksa ministry of education - ... 2 13331026045492522
2 2 https://moe.gov.sa/en Ministry of Education 1 13331026047091166
3 httgs,i’m gov.safenfPages/... Ministry of Education 1 13331026047091166
. 4 httﬂqfrnia gov.sa/en National Cybersecurity ... 2 13331026071307456
5 5 hl:tps [fsdaia.gov.sa/enfdefault.aspx  Saudi Authority for Data and... 1 13331026134530124
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Reading a Timestamp S gl @i 321 58
ekaily Ll mlﬁléudi&ufm;;hjm MjM,_EmJL&JMF[Timestamp}:&yi
154]1Lj144 rLEJ du;uh L,lﬂ;h.a#ﬁjlilLL#-LLJquﬂtjﬁﬂJJ La LJJLE:E LQJJ¥L3{34_JL4144J1 ;li*ul_ﬁl;_JlJ:hﬁgl LJJ::JJHJ LJJHL:th
{EpDEh:I hﬁﬂiﬁ“bd_‘w aJ.,J.:-_a d_l.-un-_‘;..ad.la.d.a.J.md_uhuﬂle
o (53 pawaia 2 (Execute SQAL) SOL il oy dade 2 AL add) mali pdl alaza ! _!_.s.u
g yo 05 Al Aegally (Timestamp) cd oft @is Jladia! Gyl Ge JIo¥! 73,5 (o 52! (DB Browser)

SELECT datetime (timestamp/1000000 +
(strftime('%s', '1601-01-01")), "unixepoch', 'localtime')

(Timestamp ) SBa)) mis 321 420

€ .(SQL ian) Execute SAL cugs Ladle e daial <
O Lol Jamll 2 dinye 22 5 gl gl i ps il gali ! ol <
© .l gali ! il (Jaids) RUN 35 e daiasl <

"& DB Browser for SQLite - C:\Users\ch.tsalkakis\AppData\Local\Google\Chrome\User Data\Default\History = O X
File Edit View Tools Help
|_pMew Database = Database . |-_l-.-.-ritecmo % Revert Changes #ﬁmﬂnﬂﬂ 'Emﬂmj:ﬂ | @ Attach Database M
Database Structure Edit Pragmas  Execute SQL  Edit Database Cell & X
SBERS » N O RGN F woe: e V[ ()| B @ »
4 squ1E3
MLLL
1 SELECT datetime (13328701691011671/1000000 +
2 [strftime("%a", "1601-01-01")), "unizepoch', 'localcime®)
a Type of data currently in call: NULL
Apply
0 byte(s)
Remote F x
% 2 Identity | Select an identity to connect ~ >
datetime(13328701691011671/1000000 + DBHub.io
(stritime('%<, '1601-01-01")), 'unixepoch’, 'locz e ——
& &
1 2023-05-16 12:08:11 B S0
MName
Executicn finished without errors.
Result: 1 rows returned in Sma
At line 1:
SELECT datectime (13328701681011€71/1000000 +
(stricime ("%s', '"1€01-01-01')), "unixepoch', 'localtime’)
< »
L s 8 ® @ pE——
l-.‘ - h— N SQLlog Plot DBSchema  Remote
e, '_','_.nl JTE-8

(Timestamp) cagll wix 54l 3 :2.26 €5

pul 1l ajlig
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:Lgs Aalail] Joolinlly Lol 535 @3 3l lalll Joo ilaglen 293 3age Jod Bae Jgaond! (peunaly LaS cdaig dly 35

current_path

Filtar

C:\Users\binar\Downloads\ICT_Brachure.pdf

target_path

Filter

C:\Users\binar\Downloads\ICT _Brochure.pdf

tab_url

Filter
http://binarylogic.net/brochures/1

total_bytes

Filter |
1769706

start_time end_time
Filter Filter

13328797041529572| [13328797042103677

:(target_path) caagd! sLudlg ((current_ path];_,.ﬂ.-a-.l‘u'l.ulln.hq:l
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b 30 LS g A 520 25 Bl )
(tab_url) dayl 1 s 3.5 aaShe 330e

33190 aB g slime (lgic (tab_url) dasll Cogs dadle Jam (i

e s Lo o 300 Rolidl gl Rnduat gl Sgic of (URL) ua ot
OV s | L 35 surcan o bkl el Aondes dgus 2.

;(total_bytes) coldl Jlex)sgee

gl calsll Jlles Yl sl (total_bytes) coldf lea Jas ‘_j_f,..:

S 2 il Leecalll @ oo clagles ;8.8 bl b3 o
Al 535 @5 ) ggiml | ads gy (p 33l 3 ga e
:(end_time) slga¥icd gy (start_time) sadizdy E.Lq.:l
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(end_time) slgia¥iod g Juo Ladw « J 330l < By I ( Start_time)

Jo laglan gl alind Julod yag o) 03Sia5 LaS « Jo 3l JLaiS] g e
,.5_‘,._’-1-%}“ MT_gi Tﬁ.:'ka':l.l.ul! nbl._u-.L Lokas y Lau oo o pinll Adae 300

Datsbase Strachuore  Brooves Daia Bdit Pragmas  Execute 500U

..‘I.Ht_lw yeo®| @ & % B a @ o

L % [Facney ] 1
) CrrT— [ | |

n.p e " o ® BB path

target_path start_time total_bytes end_tima tab_uri

dgr |Flter =, ® e Filter
L]

[Fitter [Fite: [Filter [Filter |

1 C:\Users\binar\Dovwnioads\ICT_Brochure.pdf  C:\Users\binariDownloads\ICT_Brochure.pdf  13328797041529572 1769706 1332879M042003677 hitp: /[ binaryl egic.net/brochures1
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Logins Table J g 01 O oS (J gl

Silaglas e 53t 31 Joall Mol Syt e ys5all (LOGIN) Jgiath) Suomaad ililus Jomw ala 2 ol iy
rilondata il o528 pSLE € b L) pita i gig 2 el Shane Ml cnilil sy p il Jos s Jumwotdlilaas A3bats
Cra daoall g3 a3z add Jguar (i LS« L3LAE Lgiaas g Jgin ) Jummad ek 35100 2 Lagn 1593 53559 sl
Lgs iU Aol cililaly aasiad ) slaiel sbily Jys 635 858 31 Ragl! Jyao!

t origin_url

Filter

btlps:ﬂhgin.Ihmmrnfnauthlﬂ_auﬂ'lurtzmsrf

username_element

Filter

loginfmt

username_value

Filter

saadsa.bl@outlook.com

' password_element

Filter

passwd

password_value
|Filter |

—

date_created

Filter

13328890149058235

date_last_used

Filter

13328890141382119

.

AalS D3
TR g pall
Ll e Lia

"BLOB" a5
>

:(origin_url) Lo¥1URL igie 3308
pdge ;wulj_m (origin_url) d.m'ﬂ'lURL,_}lj_..cd_a;.uJ_-u
Sbly alasinl & o cagll p350 olsde sl (URL) i gt 3150
sl e i 2108 e Ly cLglads 51 Jo il Jums sLasc
033l Joa oIl o s cilaglaas cnba s ) i 30 e dausdl gl
a8y (Username_element) ix.s.-:.;:....ii | i Biac)

.(username_value) f-@-lui‘! i)

(HTML) Mnu.;m;,__“ﬁ?aﬂhfﬂld@’q ola Jazuls
25y Jexall dlizm i o LBl 43 pas gl a i) @ ¥ ablal) deually
gl 730 "%r-f-"r-“mi' @l Jai> @id Jo> iloglas

“olS Gy (password_element) o, delS paic 5uecl
:(password_value) ;4,1

WAl jemie @l Jyaadl oda damif s aaiied] @l Jyas 5152 e
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3alS Joio @@ Jpo laglan o955 Sl Jumads ¢ LT 2 izl
oyl zagad 2 59l
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c Bglly G_J_;.L.Jl ! (date_created) elao i mu i J o o i
Lgbais gl Joiadl Jum o slatiel ealily e Liasl Lagd & il
Oyt de S sdl (Timestamp ) cd gl eis uasS 2 delowg

el bl saele 2 4ladl e slaie ¥ wlile
:(date_last_used) alusi! ya i p )l o
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(dBslacll Josadl L b sl aiel bl alasiwl s o5 By
slae¥labile alusi wl Lgp @35 50 p 5 Joo claglas ;a4
wdas Al a2l Il Joon ol Jemedd

T ._é' @[ '_d' o | 4 "'h ll’-‘l!tt.rnm.r--:n'umq |
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luumﬂnHLjﬁqnuM username_valug

¥ ]
password_element  password_value date sTeated date_last_used

Tme.__'.:. . *

|der

|Filter |Filter |Filter |Filter |

1 https://login.live.com/oauth20_authorize.srf  loginfmt

saadsa. bifoutiook.com passwd

13328890149058235 13320890141382119
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:(Encrypting the Message) atlw J3 y s

def caesar_encrypt{message, key):
# Create a list of alphabet characters
alphabet_lower = "abcdefghijklmnopgrstuvwxyz"
alphabet_upper = "ABCDEFGHUKLMNOPQRSTUVWXYZ"
# Create an empty string to store the encrypted message
encrypted_message = ""
# Iterate through each character in the message
for char in message:
# Check if character is a lowercase letter
if char in alphabet_lower:
# Find index of the character in alphabet list
char_index = alphabet_lower.find(char)
# Move the character to the right by the key
new_char_index = (char_index + key) % 26
# Add the replaced character to the encrypted message
encrypted_message += alphabet_lower[new_char_index]
# Check if character is an uppercase letter
elif char in alphabet_upper:
char_index = alphabet_upper.find(char)
new_char_index = (char_index + key) % 26
encrypted_message += alphabet_upper[new_char_index]
else:
# Add the character to the encrypted message as it is
encrypted_message += char
# Return the encrypted message

return encrypted_message

:(Decrypting the Message) alluw 11 ,a i uld

def caesar_decrypt{encrypted message, key):
# Create a list of lowercase alphabet characters
alphabet_lower = "abcdefghijkimnopgrstuvwxyz"
# Create a list of uppercase alphabet characters

alphabet_upper = "ABCDEFGHUKLMNOPQRSTUVWXYZ"

% Qregtet:ﬂ Erﬁpty string to store the decrypted message
. L L L] .
e -deﬂr;rﬁted_}nES;agE = M.
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# Iterate through each character in the encrypted message

for char in encrypted_message:

# Check if character is a lowercase letter

if char in alphabet_lower:

# Find the index of the character in the lowercase alphabet list
char_index = alphabet_lower.find(char)

# Move the character to the left by the key

new_char_index = (char_index - key) % 26

# Add the replaced character to the decrypted message

decrypted_message += alphabet_lower[new_char_index]

# Check if character is an uppercase letter

elif char in alphabet_upper:

# Find the index of the character in the uppercase alphabet list
char_index = alphabet_upper.find(char)

# Move the character to the left by the key

new_char_index = (char_index - key) % 26

# Add the replaced character to the decrypted message

decrypted_message += alphabet_upper[new_char_index]

else:

# If the character is not a letter, add it to the decrypted message as it is

decrypted _message += char

# Return the decrypted message

return decrypted_message

# Testing the Caesar cipher
message = "There are twenty three items in the inventory."
key =5

encrypted_message = caesar_encrypt(message, key)
decrypted message = caesar_decrypt{encrypted _message, key)

print(encrypted_message)
print(decrypted_message)

. e,
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:(Encrypting the Message) allu ! yads

def vigenere_encrypt(plaintext, keyword):

=

1ia-Un.L.;fu=1
JAsma ()8 L)
| A

e i, Yl

Wi (ASCI) oS
digd
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len{keyword)
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# Calculate the length of the keyword
keyword le

|

/_(

séharacter in the keyword to its ASCIl value

®lord(i) for i in keyword)
# Convert each character in the plaintext to its ASCIl value
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plaintext_int = [ord(i) for i in plaintext]

ciphertext="

# Loop over each character in the plaintext

for i in range(len(plaintext_int)):
# Calculate the new character by adding the ASCHl value of the plaintext
# character and the corresponding keyword character {modulo 26)
value = (plaintext_int[i] + keyword_as_int[i % keyword_length]) % 26
# Convert the new character back to a string and append it to the ciphertext
# Adding 65 converts the value to its ASCI representation as an uppercase letter
ciphertext += chr{value + 65)

return ciphertext

:(Decrypting the Message) allw J1 jadd e

def vigenere_decrypt(ciphertext, keyword):

# Calculate the length of the keyword

keyword_length = len(keyword)

# Convert each character in the keyword to its ASCII value

keyword_as_int = [ord(i) for i in keyword]

# Convert each character in the ciphertext to its ASCll value

ciphertext_int = [ord(i) for i in ciphertext]

plaintext ="

# Loop over each character in the ciphertext

for i in range(len(ciphertext_int)):
# Calculate the original character by subtracting the ASCll value of the
# corresponding keyword character from the ciphertext character (modulo 26)
value = (ciphertext_int[i] - keyword_as_int[i % keyword_length]) % 26
# Convert the original character back to a string and append it to the plaintext
# Adding 65 converts the decrypted value back to its ASCI representation as an uppercase letter
plaintext += chr(value + 65)

return plaintext

:(Testing the Cipher) j.aaadi Lo

encrypted_message = vigenere_encrypt("THERE ARE TWENTY THREE ITEMS IN THE INVENTORY", "LEMON")
print{encrypted _message)

decrypted_message = vigenere_decrypt(encrypted_message, "LEMON")

print(decrypted_message)

ELQFREEDSGEAQBGIXFVEPIFWGPQERVYXFVREMZIRY XAFL
THERETARETTWENTYTTHREETITEMSTINTTHETINVENTORY
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The Diffie-Hellman (DH) Key Exchange Algorithm
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:(Preparing the Algorithm) ace) gt slasl!

import random
import hashlib

# Modular exponentiation: (base®exponent) % modulus
def mod_exp(base, exponent, modulus):
return pow(base, exponent, modulus)

# Generate a large prime number
def generate_large_prime(bits=2048):
return random.getrandbits(bits) | 1 # Command to create a prime number

:(Implementing the Key Exchange) mailat! Jali acdes il

def dh_key_exchange():
# Agree on large prime numbers p and g
p = generate_large_prime()
g = generate_large_prime()

# Each party selects a private key
ali_private_key = generate_large_prime()
ahmed_private_key = generate_large_prime()

# Each party computes their public key

ali_public_key = mod_exp(g, ali_private_key, p)

ahmed_public_key = mod_exp(g, ahmed_private_key, p)

# Each party exchanges their public key and computes the shared secret
ali_shared_secret = mod_exp(ahmed_public_key, ali_private_key, p)

ahmed_shared_secret = mod_exp(ali_public_key, ahmed_private_key, p)

# Verify that the shared secrets match
assert ali_shared_secret == ahmed_shared_secret

# Optionally, hash the shared secret to derive a symmetric key
shared secret_hash = hashlib.sha256(str(ali_shared secret).encode())for bothhexdigest()

return shared_secret_hash

:(Generating the Secret Shared Key) & ;5881 (g pud | lEALT 0l o5

# Produce the shared secret key
shared secret = dh_key exchange()

Y. .p:int{"SHare :i -sefwt:“, shared_secret)
00 s ", ", s00

. e, '_','_.-l

i Shated secret: 74b40ad75cd4d76edcefd424bcble27bel04c60c22072e0aadb5b5a29b60d1ddab
A L_— i} DJIJE]
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5G Networks

Artificial Intelligence
(Al)

Asymmetric Key
Cryptography

Cloud Computing
Cryptography

Cybercrime Regulation

Digital Twins
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Machine Learning (ML)
Private Key
Public Key

Quantum Computing

Robaotics and
Autonomous Systems

Smart Cities

Symmetric Key
Cryptography

Threat Intelligence
Analysis

User Behavior Analysis
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